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Introduction to Tiger Bridge

Congratulations on your purchase of Tiger Bridge, Tiger Technology’s data lifecycle manager
across heterogeneous storage tiers. It lets you pair a source (locally mounted NTFS volume or an
SMB/NFS network share) with a target of your choice (cloud object storage, another local volume
or a network share) into a seamless unity. Tiger Bridge takes care to automate the assignment of
data to the source or the target tier, based on user-defined policies thus addressing various
workflow challenges - from alignment of data with storage costs, transparent data migration and
synchronization between storage devices or geographically dispersed places, to extending your
primary storage on the cloud and gateway to object storage.

How It Works

As soon as you install and activate Tiger Bridge on the computer, you can create as many pairs
consisting of a source and a target storage system as you wish. While in most cases users and
applications work directly on the source location, the virtual storage unity displays the contents of
both the source and the target, as if it is stored locally. By applying one or more of the following data
lifecycle management mechanisms, Tiger Bridge distributes data among the two layers of the
virtual unity:
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data replication — Tiger Bridge copies a file from the source to the target. Automatic
replication is performed based on user defined criteria. You can also manually replicate a file or a
whole folder from the source to the target, using Tiger Bridge’s command-line interface or the shell



How It Works
extension. While data replication is indispensable for all other data lifecycle management
mechanisms, it can also be used standalone for addressing the simplest scenarios, like data backup
and disaster recovery, for example. To learn more, refer to “Configure Automatic Data Replication”
on page 83.

space reclaiming — Tiger Bridge frees space on the source by replacing a replicated file with a
nearline file. A nearline file is a stub file, which looks exactly like the actual file it replaces, but does
not contain any data and does not take up space on your source. A nearline file points to the actual
file on the target, which allows its retrieval back on the source. The retrieval from the target is
automatic, should a user, an application or a process attempt to access the nearline file, or manual,
through Tiger Bridge. Automatic space reclaiming is performed based on user defined criteria. You
can also perform manual space reclaiming, using Tiger Bridge’s command-line interface or the
shell extension. The most common scenario with space reclaiming is alignment of data with storage
costs. To learn more, refer to “Configure Space Reclaiming” on page 86.

Important: With a NAS source, nearline files are located in the control folder and not on the
network share. Still, retrieving a nearline file in the control folder will retrieve it directly on the NAS
source. To learn more about space reclaiming on NAS sources, refer to “NAS Source Prerequisites
and Setup” on page 36.

data archiving — Tiger Bridge moves a replicated file from the hot/cool tier of the target to the
archival tier and replaces the replicated/nearline file with an offline file. An offline file is a stub file,
which looks exactly like the actual file it replaces, but does not contain any data and does not take
up space on your source. An offline file points to the actual file on the archival tier of the target, but
unlike nearline files it cannot be retrieved on the source automatically (when a user or application
attempts to open it) until you make it nearline by rehydrating it to an intermediate tier of the target.
You can retrieve an offline file only manually, using the shell extension or the command-line
interface. When you retrieve an offline file or folder, it is first rehydrated to an intermediate tier of
your target (the Standard or High option of Azure or the temporary storage of S3 Glacier, for
example) and from there it can automatically be retrieved on the source. Automatic archiving is
performed based on user defined criteria. You can also manually archive, rehydrate or retrieve a
file, using Tiger Bridge’s command-line interface or the shell extension. To learn more, refer to
“Configure Data Archiving” on page 91.

Note: On targets, which provide archival tier, but do not support third-party policy for moving
data from the hot tier to the archival tier, Tiger Bridge can only verify when a file is moved to the
archival tier in accordance with the target’s own archiving policy and update the status of such files
on the source to offline. On such targets you cannot manually move data to the archive.

Important: With a NAS source, offline files are located in the control folder and not on the
network share itself. To rehydrate an offline file, you need to perform the operation on the stub
file in control folder. To learn more about data archiving on NAS sources, refer to “NAS Source
Prerequisites and Setup” on page 36.
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active sync — automatically synchronize the contents of multiple sources, each on a different
computer running Tiger Bridge, through a common target. Designed to facilitate geo replication
scenarios, this mechanism allows you to select whether to synchronize the contents across all
sources paired with the same target or set some sources to update their contents with updates from
other sources. To learn more, refer to “Configure Active Sync” on page 95.

data synchronization — Tiger Bridge allows you to manually synchronize the contents of a
target with its source. In case Tiger Bridge detects that a file on the target is not available on the
source, the synchronization mechanism automatically creates a nearline counterpart for the
missing file. Manual data synchronization facilitates scenarios involving data migration from one
source to another and disaster recovery of data. For more information, refer to “Synchronize Data
on the Source and the Target” on page 159.

By combining the above data management mechanisms with additional functionalities such as
management of replicated versions and undeleting data in the cloud, remote shell extension access,
ransomware protection, progressive retrieval of data from the target and others, Tiger Bridge can
be deployed for any of the following purposes:

« data backup and disaster recovery

« alignment of data with storage costs

« extending local storage or a file server’s storage capacity on another storage system
« lowering the costs for block storage in the cloud

« interfacing object storage

* geo replication

To see which feature and functionality is included in the available subscription plans, refer to:
https://www.tiger-technology.com/getbridge/

Data Protection

While Tiger Bridge gains programmatic access to your data at the source location and the target
location, it takes care to prevent unauthorized access to it both when at rest and in transit:

+ To gain access to any Tiger Bridge functions you need to authenticate yourself as the
administrator of the computer on which Tiger Bridge runs. For more information, refer to “Tiger
Bridge Interfaces” on page 9.

* The Tiger Bridge workflow supports applying any Windows techniques for controlling access to
and protecting data at rest at source level.
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» Tiger Bridge does not require maximum privileges of the credentials used for access to the target
and adopts the target provider’s own mechanisms for ensuring credentials protection is not
compromised, like support for AWS access key rotation, for example.

« The credentials for access to the target are stored in the registry of the computer running Tiger
Bridge and are encrypted using Advanced Encryption Standard, using Tiger Technology’s own 256-
bit key.

« Data in transit to cloud targets is protected allowing users to benefit from secure transfer (SSL/
TLS) and also relying on the target provider's own mechanism for protecting data in transit, like
AWS libraries, for example.

Note: Tiger Technology encourages you to use any applicable best practices for data protection
specified by Microsoft Windows and by the target provider.

Tiger Bridge Interfaces

Tiger Bridge Configuration

Use the Tiger Bridge Configuration to create pairs of source and target and to configure the
automatic data lifecycle management mechanisms valid for all pairs or just for a specific pair.

Note: You need to run the Tiger Bridge Configuration as an administrator in order to apply
changes to the product settings.

To access the Tiger Bridge Configuration:
Note: To access the Tiger Bridge Configuration, you need to run it as administrator.
Do one of the following:

« Double-click the Tiger Bridge Configuration shortcut on the desktop.
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+ Navigate to the installation folder of the Tiger Bridge Configuration and double-click
TigerBridgeConfiguration.exe

i Toger Bridge Configuraticn - s
[ T‘!:' o Tiger Bridge service information:
£83 semings
@ Replication policy (1 Minute/s) Version: sz O
€42 \\10.200.6.9\T4_Share_7$ Serial key: BAKSC-2KMSE-TES1G-POOTD-MDSRS
B etk lacation/1 Capacity: Uriimited (ssed 1311 GB)

£ W

& wasabl/test-coco-varsianing-512

SB\WASARI_TEST_512_75 - Cisabled
ns: Enabled
Uleansa info: 5335 leense

Lsarnami: TESTSOG tevetelin_sragabv.bg

Last updste:  Success, performed on 04 Mas, 2021 16:05
Activated targets:

Tape:

Local target:

Metwerk target:

LS S R 4

Cloud storage:

About Healp Licensa

o Local source || ¢ NAS source J add policy (] 0 rauss Refresh all Cless

Command-line Interface

The command-line interface lets you activate and configure the product and perform manual data
lifecycle operations. The main advantage of using the command-line interface is that you can
automate specific tasks by including the commands in a script.

To access the command-line interface of Tiger Bridge:

Note: To access the Tiger Bridge command-line interface, you need to run command prompt as
administrator.

1. In command prompt, execute the following:
tiercli
Tiger Bridge lists the available commands.

2. To view the command syntax with examples, simply execute a command without providing
additional parameters. For example, to view the available commands for specifying data

replication policy, execute the following:
tiercli config policy replicate

Tiger Bridge Shell Extension

The shell extension of Tiger Bridge is integrated with Windows Explorer and displays the status of
files and folders on your source - replicated, nearline or offline. The shell extension also allows you
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to manually manage data, using the Tiger Bridge menu in the Windows Explorer context menu. For
more information, refer to “Manage Data Through the Shell Extension” on page 154.

You can use the Tiger Bridge shell extension on the computer running Tiger Bridge as well as on
any other remote Windows computer having access to a NAS source or to a local source exported
as an SMB share. For the purpose, a Tiger Bridge administrator must allow remote shell extension
access to the sources (for more information, refer to “Enable/Disable Remote Shell Extension
Access” on page 134). Only a user with administrative privileges on the remote computer can run
the shell extension. Additionally, the user needs to provide the IP address of the Tiger Bridge
computer and the full local path to the local source or to the local control folder of a NAS source on
the Tiger Bridge computer.

Tip: Use NTFS permissions to control who can manage data at source level through the Tiger
Bridge shell extension.

The shell extension can be installed together with Tiger Bridge or as a separate component. For
more information, refer to “Install Tiger Bridge” on page 24.

To access the Tiger Bridge shell extension context menu:
1. In Windows Explorer, navigate to a source paired with a target.

2. Right-click the file/folder you want to manage and in the context menu select the respective
command under Tiger Bridge.

[ || = | chSource - o X
Home  Share  View 2]
« © 4 [ > ThisPC » Local Disk(C) > Source > v|® | Search Source »
¥ Downloads A Name ” Date modified Type Size

(&) Documents fold PM  Filefolder
&) Pictures Cp=s

= Imai PM BMP File

PM

7,901 KB
BMP File 1,106 KB
Text Document 1KB
BMP File OKB

 Mey  Openinnewwindow

5] New

Haga
Mew folder Pin to Quick access

= non;

Source Give access to >

Restore previous versions
Test P

[ This PC Tiger Bridge > Replicate
§ 3D Objects Include in library > Reclsim Space
Retrieve Data
Pin to Start
B Deskto
" 5 Move to Archive
= D t Sendto
& Documents Rehydrate from Archive
¥ Downloads Cut =
e c Synchronize with Target
usic
= Synchronize Recursively
] Pictures Create shortcut
B vid Undelete
LI Delete

‘i, Local Disk (C:)
= Local Disk (D)
= Pool (P:)

= Local Disk (D7)

Sitems

1 item selected

Rename

Properties
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3. Onremote computers, before gaining access to the Tiger Bridge shell extension commands, you
need to click Remote Monitoring under Tiger Bridge and enter the following details to authorize
your access to the source:

Remote Monitoring Parameters X
Network Path: Wnadiak\source\HimlHelp. css
Server Address: |
Server Path: |
Network Timeout: |:| seC,
Cancel

« Server address - the IP address of the computer running Tiger Bridge.

« Server path (local source exported as an SMB share) - the full local path to the source on the
computer running Tiger Bridge. For example, if you are accessing a local source folder “Source”,
which is a sub-folder of folder “Documents” in the root of drive D on the Tiger Bridge computer,
enter the following in server path:

D:\Documents\Source

« Server path (NAS source accessible as an SMB share) - the full local path to the control folder
on the computer running Tiger Bridge. For example, if the control folder of the NAS share is
named “Control” and is a sub-folder of folder “Documents” in the root of drive D on the Tiger
Bridge computer, enter the following in server path:

D:\Documents\Control

Note: Currently, you cannot gain remote shell extension access to an NFS share source.

« Specify the timeout after which attempting to perform a shell extension operation should be
considered failed, but not delayed. A few seconds are considered normal timeout for receiving
response to complete an operation.

Windows Event Viewer

To let you monitor its activity, Tiger Bridge logs all target/source connectivity events in the
Windows Event Viewer. Tiger Bridge can be configured to also log an event each time a file is
replicated or replaced with a nearline/offline file, when a nearline file is retrieved from the target
or when the status of a directory on the source is changed (replicated, nearline, offline), following
the steps in “Manage Tiger Bridge Logs” on page 149.

Tip: You can also use a third-party tools to automate the processing of notifications about
important events.

You can preview the logs by right-clicking the Tiger Bridge tray icon and selecting “Open Event
Viewer” in the context menu. Tiger Bridge logs three types of events in the Windows Event Viewer:
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information — logs information about successfully performed operation.

warning — logs an unsuccessful attempt to perform an operation. Warning logs signify a
temporary problem and Tiger Bridge attempts to perform the operation again until it either
succeeds or reaches the threshold of scheduled attempts, after which it logs an error.

error — logs failure to perform an operation. Error logs signify a problem, which requires that
you intervene in order to resolve it.

For a detailed description of each event logged by Tiger Bridge, refer to “Appendix: Tiger Bridge
Logs” on page 173.

Tiger Bridge Licensing

You can activate your Tiger Bridge license using a software activation key, a software protection
dongle (HASP) or as a software as a service (SaaS). For more information, refer to “Activate Tiger
Bridge” on page 31.

Note: When provided for evaluation purposes, a license may be valid for a specific amount of time
only.

Regardless of the activation method, Tiger Bridge utilizes capacity-based licensing. With perpetual
licenses (software or dongle) the license holds information about the maximum amount of data,
which Tiger Bridge manages on all your sources. Once you reach your license’s capacity limit, Tiger
Bridge stops replicating any further data, until you either expand the capacity of your license or
delete unneeded data from your source. With a SaasS license there is no limit to the amount of data
Tiger Bridge manages automatically, but capacity is calculated in order to utilize a consumption-
based pricing model.

In both cases capacity is calculated as the sum of all file sizes in each source managed by Tiger
Bridge, with the exception of excluded locations (subfolders of your source, which you have
specified that Tiger Bridge should not manage automatically). Thus, if you add a source containing
2TB of data, even if only 1TB of its files are currently replicated or replaced by stub files, the overall
capacity of this source will be calculated as 2TB.

13
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You can keep track of your current capacity usage in the Tiger Bridge Configuration, by clicking
Tiger Bridge in the left pane and then checking the used capacity field in the right pane.

(€ Toger Bridge Configuration - a0 =
D) iger pridge (1 Tiger Bridge service information:
EQ] Settings
@ Replication policy {1 Minute/s) Verslon: 4110512 O
€3 W\10.200.6.4\T4_Share_75 serial key: BAKTC- IKMEE- TES1G-PCQTO-MOSRY [
.g Natwork location/1 Capacity: Undimited (used 1311 GB)
£ WHEE\WASART_TEST_S12_75 sync: Disabled
3 wasabl/test-ceco-versioning-512 HEM: Enabled

License info:  SaaS loense
Username: TESTS0G_tsvetelin_era@abv.bg
Last update:  Success, performed on 04 Mar, 2021 16:05
Activated targets:
Tape:
Laeal targat:

Network target:

LeLs

Cloud storage:

About Help Ucense

o Local source || 00 NAS source J add policy (=] 0 Pauss Rafrech &l Clesa

Note: To see how to keep track of capacity usage per source, refer to “Monitor Data Management
Statistics” on page 103.

System Req uirements
You can install Tiger Bridge on a computer that meets these minimum system requirements:

« PC with 64-bit (x64) processor.

Note: Tiger Bridge actively uses the APIs provided by the target provider. These APIs may take
significant amount of CPU depending on connection and the amount of data moved. Please,
refer to the minimum CPU requirements of your target provider.
* 64-bit Microsoft Windows® 7/Server 2008 R2/Windows® 8/Server 2012/Server 2012 R2/
Windows® 10/Server 2016/Server 2019.

Important: Microsoft Windows® 7/Server 2008 R2 computers must run at least Service Pack
1 and have the KB976932 and the KB3033929 security updates installed.

* 4 GB of physical RAM at least.

+ 30 MB of available hard-disk space for installation.

Note: Tiger Bridge keeps track of the files it manages in a database, stored in the product
installation folder. The size of the database grows proportionally to the number of files
managed. For example, if Tiger Bridge manages 1 000 000 files, the size of the database is
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approximately 100MB. Unless there’s enough free space for the database, Tiger Bridge is unable
to operate.

« The following TCP ports must not be blocked by the firewall on the Tiger Bridge computer or the
computer managing the inbound and outbound traffic on your network:

« (for communication with object storage target over http connection) 80 - outbound rule only

« (for SaaS activation and/or communication with object storage target over https) 443 -
outbound rule only

« (for communication with SMB network share target) 445 - outbound rule only
+ 8536 - inbound and outbound rules

» 8537 - inbound and outbound rules

High Availability Requirements

In order to use Tiger Bridge with high availability, your setup must meet the following
requirements:

« Tiger Bridge must be installed on two server nodes, both running Tiger Store also set up for high
availability (for more information, refer to the latest Tiger Store Administration Guide).

« All your source locations must be on Tiger Store-managed volumes, accessible with Read & Write
permissions by both server nodes.

+ Both server nodes must have identical access to all targets.

* The Tiger Bridge configuration must be identical on both server nodes.

Storage Requirements

Source Storage Requirements
Tiger Bridge supports the following sources:

* NTFS or ReFS volume, mounted on the computer running Tiger Bridge as a local volume with
Read & Write permissions and on which the System account is granted Full Control.

Note: You can use as a source the whole volume or just a folder on it. You cannot use as a
source a folder whose parent folder is already paired with a target i.e. is set as a source itself.

« SMB or NFS share accessible on the same network as the computer, running Tiger Bridge:

» SMB share - you need to provide a dedicated account (Active Directory domain or local account
on the NAS appliance), which has Full Control (on Windows) or Read & Write permissions (on
Linux) over each share, which will be used as a source.

15
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* NFS share - the computer running Tiger Bridge must be allowed to access the NFS share and
NFS locking must be disabled on it.

Important: When adding a network share as a source, Tiger Bridge automatically disables
NFS locking on the computer and prompts you to restart the computer for the change to take
effect.

« To use network storage as a source, for each network share you must prepare a control folder
located on a locally mounted volume on the Tiger Bridge computer. The control folder is used only
for storing stub file copies of the actual files on the network share and facilitates retrieving of data
to the network share, should you enable space reclaiming and/or data archiving. For details about
configuring a NAS source, refer to “NAS Source Prerequisites and Setup” on page 36.

All sources can contain data prior to pairing them with their respective target. You cannot pair one
and the same source with two or more different targets.

Target Storage Requirements

Note: Refer to “Target Storage Prerequisites” on page 17 for specific requirements about each
storage type.

Currently, Tiger Bridge provides support for the following target types:
* Public cloud storage:
» Amazon S3 object storage (with support for all available storage classes)
* Microsoft Azure Blob Storage
+ Google cloud storage
+ IBM Cloud Object Storage
« Backblaze B2 Cloud Storage
* Google drive storage
« LYVE Cloud
* RSTOR Space
» Wasabi Hot Cloud Storage
« S3-compatible object storage (using protocol signature version 2)
« Seagate CORTX
- On-premises storage:
« Hitachi Content Platform (HCP)
- IBM COS
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* OpenStack Swift

« S3-compatible object storage (using protocol signature version 2)
« Seagate CORTX

« Spectra BlackPearl Deep Storage Gateway

« Coeus managed digital content library

« FujiFilm Object Archive

« another volume locally mounted NTFS volume

* SMB or NFS network share

Target Storage Prerequisites

Amazon S3 Object Storage
To use Tiger Bridge with Amazon S3 object storage, you need to:

« create a separate bucket for each source configured on the same computer

« provide 1AM user credentials to be used by Tiger Bridge

Important: Never provide your AWS account root user credentials. For best practices on
securing your AWS resources, refer to the following recommendations for the AWS ldentity and
Access Management (IAM) service:
https://docs.aws.amazon.com/I1AM/latest/UserGuide/best-practices.html

« Tiger Bridge does not require that the 1AM user has permissions to list other buckets or even to
delete the bucket, which will be paired with the source. You can ensure that Tiger Bridge operates
normally, if you grant the IAM user full permissions over objects in the bucket. Still, if the security
policies of your organization are more restrictive, you can use the following bucket policy as a
sample for granting the minimum required permissions for a bucket "bucket-name" to user
“bridge_user”:

{

"Version': '"2012-10-17",

"1d": "S3AIIActionsOnTigerBucket",

"Statement'": [

{

"Sid": "AllowAllActionOnS3ToTigerUsers",

"Effect": "Allow",

"Principal™: {

"AWS': "arn:aws:iam::your_aws_subscription:user/bridge_user"
3
"Action": [

"'s3:GetAccelerateConfiguration',

17
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""s3:GetBucketLocation",
"'s3:GetBucketVersioning",
""s3:ListBucket",
"s3:ListBucketVersions",
"s3:ListBucketMultipartUploads",
"s3:PutLifeCycleConfiguration"
1.

"Resource': "arn:aws:s3:::bucket-name"
3

{

“"Effect”: "Allow",

"Principal': {

"AWS': "arn:aws:iam::your_aws_subscription:user/bridge_user"
3
"Action": [

""s3:AbortMultipartUpload"”,
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"'s3:GetObject",
"s3:GetObjectVersion",
"s3:ListMultipartUploadParts",
"s3:PutObject",
""'s3:RestoreObject"

1.

"Resource': "arn:aws:s3:::bucket-name/*""
}

1

}

Tip: You can find instructions about creating buckets and managing the permissions in the
Amazon S3 Console User Guide:
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/what-is-s3.html

« to benefit from the versioning and undelete Tiger Bridge functionalities, you must enable
versioning on the target, following these instructions:
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-versioning.html

« Amazon S3 Object Lock is supported under the following conditions:
« versioning is enabled on each bucket with Object Lock enabled.

« Tiger Bridge is configured to replicate files’ data and metadata to different buckets, following
the steps in “Replicate File’s Metadata to a Different Bucket/Container” on page 140.

« if you use Governance mode, the account Tiger Bridge uses for access to the bucket(s) is not an
account, which has special permissions to alter the retention settings or delete the objects.



Storage Requirements

Microsoft Azure Blob Storage
To use Tiger Bridge with Microsoft Azure blob storage, you need to:

« provide account name and key for access to the Azure Blob storage

* aseparate empty container for each source you intend to pair with the target, to which the account
you have provided has at least write access

Google Cloud Storage
To use Tiger Bridge with Google cloud storage, you need to:
« provide the email and private JSON key of a Google Cloud service account

Note: For more information about creating and managing service account keys, refer to the
Google Cloud documentation at:
https://cloud.google.com/iam/docs/creating-managing-service-account-keys

« for each source you want to pair with the Google Cloud storage target, create a separate empty
bucket, for which the service account has IAM role with at least Storage Admin permissions

Note: For more information about creating and managing service account keys, refer to the
Google Cloud documentation at:
https://cloud.google.com/iam/docs/creating-managing-service-account-keys

« to benefit from the Tiger Bridge versioning functionality, you must enable object versioning on
the bucket(s) used as a source.

Note: You can enable object versioning using the Google Cloud SDK. For more information,
see:
https://cloud.google.com/storage/docs/using-object-versioning

Important: Tiger Bridge replicates data directly to the storage class specified for the Google
Cloud bucket - Standard, Nearline or Archive.

IBM Cloud Object Storage

To use Tiger Bridge with IBM cloud object storage, you need to:

« provide an access key ID and secret access key

« create a separate empty bucket for each source you want to pair with the target, to which the
account has at least write access

IBM COS

To use Tiger Bridge with IBM COS on-premises storage, you need to:

« create a separate empty bucket for each source you want to pair with the target

« provide the access key ID and secret access key, which provide at least write access to the
respective bucket
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Backblaze B2 Cloud Storage
To use Tiger Bridge with Backblaze B2 cloud storage, you need to:

« provide a Backblaze application key and keylID for access to the Backblaze B2 cloud storage

* create a separate empty bucket for each source you want to pair with the target

Google Drive

To use Tiger Bridge with Google Drive storage, you need to:

« provide the credentials for access to your Google Drive account

« create a separate folder on your Google Drive for each source you pair with Google Drive

» make sure Tiger Bridge is authorized to preview, edit, create and delete files in your Google Drive
LYVE Cloud

To use Tiger Bridge with LYVE Cloud storage, you need to:

* create a separate empty bucket for each source you want to pair with the LYVE Cloud target

« provide the access key ID and secret access key, which provide at least write access to the
respective bucket

RSTOR Space

To use Tiger Bridge with RSTOR Space storage, you need to:

« create a separate empty bucket for each source you want to pair with the RSTOR Space target
« provide the access key ID and secret access key, which provide at least write access to the
respective bucket

S3-compatible Object Storage

To use Tiger Bridge with S3-compatible object storage, you need to:

« provide access key ID and secret access key of an S3-compatible object storage account

« create a separate empty bucket for each source you want to pair with the S3-compatible object
storage target, to which the account has at least write access

Wasabi Cloud Object Storage

To use Tiger Bridge with Wasabi cloud object storage, you need to:

« provide access and secret keys of a Wasabi cloud object storage account

« create a separate empty bucket for each source you want to pair with Wasabi to which the Wasabi
account has at least write access
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Note: Region specific target URL may be required.

Hitachi Content Platform (HCP)

To use Tiger Bridge with HCP storage, you need to:

« provide access key ID and secret access key of an HCP object storage account

* create a separate empty bucket for each source you want to pair with the HCP object storage
target, to which the account has at least write access

OpenStack Swift Object Storage

To use Tiger Bridge with Swift storage, you need to:

« provide access key 1D and secret access key of an OpenStack Swift object storage account

« create a separate empty bucket for each source you want to pair with the Swift object storage
target, to which the account has at least write access

Seagate CORTX

To use Tiger Bridge with Seagate CORTX storage, you need to:

« provide access key ID and secret access key of an CORTX object storage account

* create a separate empty bucket for each source you want to pair with the CORTX object storage
target, to which the account has at least write access

BlackPearl Object Storage

To use Tiger Bridge with BlackPearl object storage, you need to:

« provide access key ID and secret access key for access to the BlackPearl object storage

« create a separate bucket for each source you want to pair with the BlackPearl object storage
Coeus Managed Digital Content Library

To use Tiger Bridge with Coeus managed digital content library, you need to:

- create a separate Coeus account for each source paired with the Coeus managed digital content
library

- provide the names of the watch and archive folders associated with the Coeus account
« provide user name and password for access to the Coeus share path.

« provide the Coeus address, port through which it is accessible from the computer running Tiger
Bridge and API key.
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FujiFilm Object Archive
To use Tiger Bridge with FujiFilm Object Archive, you need to:

« provide access key and secret key of a FujiFilm Object Archive storage account

« create a separate empty bucket for each source you want to pair with the FujiFilm Object Archive
storage target, to which the account has at least write access

Local NTFS Volume
To use Tiger Bridge with another local NTFS volume as a target, you need to:

+ make sure the volume is mounted as a local volume with Read & Write permissions on the Tiger
Bridge computer

« provide a unique path on the volume (the root of the volume or a subfolder) for each source you
want to pair with the local volume

Important: The root of the volume or the subfolder must not contain any other data.

Network Share
To use Tiger Bridge with a network share as a target, you need to:

« create an empty folder on the network share for each source you want to pair with the network
share

» SMB share - you need to provide a dedicated account (Active Directory domain or local account
on the NAS appliance), which has Full Control (on Windows) or Read & Write permissions (on
Linux) over each share, which will be used as a source.

* NFS share - the computer running Tiger Bridge must be allowed to access the NFS share and NFS
locking must be disabled on it. You can find sample steps about disabling NFS locking on the Tiger
Bridge server on page 137.
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Tiger Bridge Installation

Install Tiger Bridge

During Tiger Bridge installation, you can select to install the following components:
« Tiger Bridge - installs the product, the graphic and command-line interfaces for configuring
the product.

« Shell Extension - provides integration with Windows Explorer, allowing you to view the status
of files and folders on your source (replicated, nearline or offline), and to manually manage data
through the Windows Explorer context menu.

Note: To use the Tiger Bridge from a remote computer, you must install it as a standalone
component, using its own installation file.

To install Tiger Bridge and additional components:
1. Double-click the Tiger Bridge installation file.

Note: If the setup wizard detects that prerequisites needed to run Tiger Bridge are not installed
on the computer, click next to install them.

2. Select the folder where to install Tiger Bridge, accept the terms of the software license
agreement and click Next.

Tiger Technology

Tiger Bridge

Setup requires 53 MB in:

\Program Files\Tiger Technology\Tiger Eridge',

es terms and conditions be
you can install Tiger Bridge.

| | agree to the License terms and conditions.
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3. Make sure the check boxes of the Tiger Bridge components you want to install are selected and
then click Install.

Tiger Technology

Tiger Bridge

Features Installation Folder

Select the features to be installed

Tiger Bridge
Shell Extension

Flnstall

Note: If you clear the check box of a component, you can install it later, following the same
installation steps.

4. When the installation is complete, click Finish.



Tiger Bridge Installation
To install the Tiger Bridge shell extension:
1. Double-click the Tiger Bridge shell extension installation file.

2. Select the folder where to install the Tiger Bridge shell extension, accept the terms of the
software license agreement and click Next.

Tiger Technology

Tiger Bridge

15 MB in:

\Tiger Technology\Tiger Bridge Shell Extension,

nd conditions before

| | agree to the License terms and conditions.

3. Make sure the check box of the Tiger Bridge shell extension is selected and click Install.
4. When the installation is complete, click Finish.

Note: For instructions how to use the shell extension from a remote computer, refer to “Tiger
Bridge Shell Extension” on page 10.

Uninstall Tiger Bridge

You can uninstall Tiger Bridge and/or any of the additional components at any time. After you
uninstall Tiger Bridge, you will not be able to retrieve any replicated file, which has a copy only on
the target, except by manually accessing the target. Tiger Bridge preserves the link between files on
the source and the target, and should you decide to install it again, you will be able to retrieve all
your files from the target.
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To uninstall Tiger Bridge or any of its components:
1. In Control Panel, go to Programs and Features.

2. Right-click Tiger Bridge or any of its components and select Uninstall.

3. When prompted to confirm that you want to remove Tiger Bridge or any of its components from
the computer, click Yes.

Update Tiger Bridge

There is no need to uninstall Tiger Bridge, when you want to upgrade it to a newer version. Simply
run the new installation file on the computer running Tiger Bridge, following the steps in “Install
Tiger Bridge” on page 24. All configuration settings will be preserved after the upgrade.

You can use the Tiger Bridge Configuration to check for availability of a newer version:

1. In the left pane of the Configuration, click Tiger Bridge.

4 Tiges Bridige
Q) Tiger Bridg (rur Tiger Aridge sarvice information:
@ Settings
ﬁ| Replication policy (1 Minute/s) Version: 410812 D
<3 \110.200.6.4\T4_Shara_75 Serial key: @ MBE-TES1G-PCOTD-MDSRS (3
.g MNetwork location/1 Capacity: Uriimited (used 1211 GB)
£ \WSE\WASABI_TEST_S12_75 Syne: Disabled
& wasabl/test-coco-versioning-512 HEM: Erabled
Ucansa infa: 5335 lissass
Usarnama TRSTS0G_tsvatedn_ara@abu.bg
Last update:  Success, performed on 04 Mar, 2021 16:05
Activated targets:
Tape: v
Lecal target: v
Hetwark bargat '
Clowd sterage: v
About Help Ugenze
o Lozl source || 40 NAS sourcs ¥ hdd policy = M Fause FRefresh all Close

2. In the right pane, click Check for updates.

Tiger Bridge either redirects you to a web page from which to download the newer version or
displays a message that no newer version is available.
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Get Started with Tiger Bridge Using the Configuration
To get started with Tiger Bridge using the Configuration, you need to:

« Activate Tiger Bridge. For more details, refer to “Activate Tiger Bridge” on page 31.
« Pair a source with a target. For more details, refer to “Add a Source” on page 36.

« Configure automatic data replication - specify what files are automatically replicated to the target.
As data replication is indispensable for any Tiger Bridge workflow, a global replication policy
governing all pairs of source and target is configured by default. The global replication cannot be
deleted and you can only change its settings. You can overwrite the global replication policy for any
pair of source and target. For more details about managing replication policies, refer to “Configure
Automatic Data Replication” on page 83.

« Configure space reclaiming - specify which replicated files to be replaced with nearline files on the
source. You can configure global space reclaiming policy, valid for all pairs of sources and targets.
You can also overwrite the global space reclaiming policy for any pair of source and target. For
more details about managing space reclaiming policies, refer to “Configure Space Reclaiming” on
page 86.

« Configure automatic data archiving - on targets like Microsoft Azure and Amazon S3 Glacier, the
policy defines which files on the source should be moved to the archival tier on the target and
replaced by an offline file on your local storage. On targets like IBM Cloud Object Storage Archive
and some S3-compatible object storage providers, which have their own policy for moving files
from the hot or cool tier to the archival tier, you can specify at what interval Tiger Bridge should
check for file moved to the archival tier and change their status on the source accordingly. As the
data archiving policies differ from target to target, you cannot configure a global archiving policy,
valid for all pairs of source and target. You can only specify archiving policy for a specific pair of
source and target. For more details about managing archiving policies, refer to “Configure Data
Archiving” on page 91.

« Configure active sync (geo replication) - specify when a source on one computer sends a
notification to sources on other computers that new data is replicated on the same target and also
when a source updates its contents with files replicated on the same target from other sources. You
can configure global active sync policy, valid for all sources. You can also overwrite the global active
sync policy for any source. For more details about configuring active sync policies, refer to
“Configure Active Sync” on page 95.

« Configure versioning - specify whether modifications of the file on the source should be kept each
as a separate version on the target or the latest modifications should overwrite the previous one.
For more information, refer to “Configure Versioning” on page 99.

« Configure operation mode - whether Tiger Bridge should keep the copy on the target, when a
nearline file is retrieved back on the source and also whether to keep the replicated file on the
target, when its counterpart on the source is deleted. For more details, see “Configure Operation
Mode” on page 100.
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« Pause/resume all automatic Tiger Bridge operations. For more details, see “Pause/Resume

Automatic Tiger Bridge Operations” on page 102.

Activate Tiger Bridge

You can activate Tiger Bridge using one of the following:
« software activation key;

« software protection dongle, if such is detected;

« Software as a service (SaaS) license;

Note: To see how to activate Tiger Bridge using the command-line interface, refer to “Activate

Tiger Bridge” on page 108.

To view the activation status of Tiger Bridge on your computer:
Click Tiger Bridge in the left pane and check the Tiger Bridge service information displayed in the

right pane.
i Tiger Bridge Configunstion
) iger Bridge
@3 Settings
T repication paicy (1 Minutars) Verslon:
€2 \\10.200.6.4\T4_Share_75 Serial key:
B tiatwark location/1 Capacity:
£ WHEE\WASART_TEST_S12_75 Sync:
3 wasabl/test-ceco-versioning-512 HEM:

License info:
Username:

Last update:

Tiger Bridge service information:

4052 O

BAKHC- IKMOE-TES1G-PCOTO-MOSRY (F
Unlimited (used 1311 GB)

Disabied

Enabled

Saas ficense

TESTS0G_tevetelin_sra@abyv.bg

Success, performed on 04 Mar, 3031 16:05

Activated targets:

Tape:

Laeal targat:

Network target:

Cloud storage:

About

€5 Local source || < NAS source [=]

) add policy

LeLs

Help

1 Pause Rafragh 3

Ucense

Clesa
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To activate a Tiger Bridge SaaS license:

1. Inthe Tiger Bridge Configuration, click Tiger Bridge in the left pane and then click License in
the right pane.

5 Tiger Biidge Co = [= 4

2 Tiger Bridge (runvics Tiger Dridge service information:
@ Sattings
ﬁ| Replication policy (1 Minute/s) Varsion: 4.1.10.512 ¥ Chack far updat
- 43 \410.200.6.9\T4_Share_75 Serial key: BAKBC-THMGE-TES1G-PCOTD-MDSRS (T
! Network location1 Capacity: Urlimited (used 13 11 GR)
s €AY \HSE\WASARI_TEST_S512_75 Sync: Disabled
& wasabi/test-ceco-versioning-512 HEMG Enabled

Ucense Info: 5225 license
Username: TBSTS0G_tovetelin_eragaby.bg
Last update:  Success, performed on 04 Mar, 2021 18:05

Activated Largets:

Tape: v
Lozal target: v
tietwork target: v
tlowd sterage: v
Aabout Help Ucense
4 Lol soures || €0 NAS soures [F5) hdd pelicy 2 Add M Pause Refresh all poly Close

2. IntheTiger Bridge License dialog, enter the username and password for your software
subscription and then click OK.
(55 Tiger Bridge license *

License type:
() Saas

Username:

Password:

If you want to upgrade your license, please contact sales@tiger-technology.com

More license options here. oK | ‘ Close
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To activate Tiger Bridge with a software activation key:
1. Click Tiger Bridge in the left pane and click License in the right pane.

3 Tiger Riidge Con
) Tiger Bridge {

@ Settings

nireg)

Tiger Bridge service information:

[ Repication posicy (1 Minusers) Varsion: 4110512 Chack for updat
< 4% \\10.200.6.4\T4_Share_75 Serial key: BAKGC-THMEE-TES1G-FCQTD-MOSRS (7]
.! Hetwork location/1 capacity: Urilimited {used 13 11 GB)
o €3 VNISE\WASARI_TEST_S12_75 Syne: isabled
& wasabi/test-ceco-versioning-512 HEM: Enabled
Ucense Info: 5225 license
username: TBSTS0G_tovetelin_eragaby.bg
Last update:  Success, performed on 04 Mar, 2021 18:05

Activated Largets:

Tape: v
Lozal target: v
tietwork target: v
tlowd sterage: v
Aabout Help
¢ Local source || ¢ Nas source || [ add policy ) Ada M Pause Redresh all

2. Inthe Tiger Bridge License dialog, click on More license options here.
X

L:] Tiger Bridge license
License type:
(®) Saas

Username:

Password:

If you want to upgrade your license, please contact sales@tiger-technology.com

More license options here. oK Close

Activate Tiger Bridge

License.

Close
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3. Select Soft and then copy the product serial key, by clicking the Copy button /],
L5 Tiger Bridge license *

License type:

) 5aas ®) Soft JHASP

Serial key: BAK9C-2KMBE-TES1G-PCQTD-MDSRY @

Activation key:
|
You can obtain it from here

If you want to upgrade your license, please contact sales@tiger-technology.com

4. Inaweb browser go to
https://license.tiger-technology.com

Tip: Click the link below the Activation key field, to automatically load the URL in your default
web browser.

5. In the home page of the licensing server, enter your order name and password in the
corresponding fields, and click Log in.

Important: The order name and the password are case sensitive.
6. In the Licensing Server menu, click Activate License.
7. Paste the serial number and click Generate Activation Key.
8. Copy the activation key generated for your license.

9. In the Tiger Bridge License dialog, paste the activation key and click OK.

To activate Tiger Bridge using a software protection dongle:

1. Inaweb browser go to
https://license.tiger-technology.com.

2. In the home page of the licensing server, enter your order name and password in the
corresponding fields, and click Log in.

Important: The order name and the password are case sensitive.
3. Next to the dongle name in the list, click “Download lic file”.

Note: The dongle name is its number, printed on the dongle itself.



Activate Tiger Bridge

In the Tiger Bridge Configuration, click Tiger Bridge in the left pane and then click License in

the right pane.

5 Tiger Biidge Configuration

Q) iger Bridga (runrig) Tigar Aridga sarvice information:
@ Settings
ﬁ| mephcation policy (1 Minute/s) Wershon: 4110512 ¥ Check for updat
<3 \110.200.6.4\T4_Shara_75 Serial key: BAKOC. IKMBE- TES1G-PCQTD-MDSRD (]
.! Netwark location/1 Capacity: Uriimited {used 1211 G&)
v e \\ISE\WASABI_TEST_S12_75 Syne: Disabled
& wasabl/test-coco-versioning-512 HEM: Foabled

Ucansa infa: 5335 lissass
Username:  TRSTSOG_tsvatelin_aragiabu.bg
Last update:  Success, performed on 04 Mar, 2021 18:05

Activated targets:

Tape: L
Lestal target: v
Hetwark barget: '
Clowd starage: v
About Help
[ add pelicy (=L N Fause Refresh all

In the Tiger Bridge License dialog, click on More license options here.
(55 Tiger Bridge license x

License type:
(® SaasS

Username:

Password:

If you want to upgrade your license, please contact sales@tiger-technology.com

More license options here. 0K | ‘ Close

Ueenss.

Close
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6. Select HASP and then click Browse.

L Tiger Bridge license X

License type:

) Saas ) Soft *) HASP

License file path:

You can download license file from here
If you want to upgrade your license, please contact sales@tiger-technology.com
oK ‘ ‘ Close

7. Browse to and double-click the downloaded license file, and then click OK.

Add a Source

You can use as a source a locally mounted NTFS/ReFS volume, an SMB/NFS network share or just
a folder on the volume/share. Specifying a folder as source allows you to pair folders on one and
the same volume/share with different targets, and thus define different criteria for data replication,
space reclaiming, data archiving, etc. You cannot use as a source a folder whose parent folder is
already paired with a target i.e. is set as a source itself.

You can add as many sources as you wish.

NAS Source Prerequisites and Setup

For each network share you want to use as a source, you must assign an empty folder on a locally
mounted volume on the Tiger Bridge computer. This folder is used as a control location and
contains a copy of each file on the NAS source in the form of a stub file. The control folder acts as a
gateway between the NAS source and the target.

While with data replication there is no difference from local volume source, when the Tiger Bridge
space reclaiming or data archiving mechanism needs to replace the actual file on the NAS source

with a stub file, it actually creates the stub file only in the control folder, but creates a placeholder
file with .reclaimed extension on the NAS source, to let you identify that the stub counterpart is in
the control folder. If you want to retrieve a nearline file or rehydrate an offline file manually, you

need to perform the operation on the stub file located in the control folder. The same goes for the
active sync mechanism, unless you have configured the mechanism to automatically retrieve on the
source synchronized data from other sources. When you need to synchronize the contents of source



Add a Source

and target, you need to perform the operation on the control folder and all restored data will appear
there in the form of stub files in the control folder and placeholder files on the NAS source itself.
You can then manually retrieve the stub files on the NAS source.

As stub files are actually located only in the control folder, to allow retrieving them on demand, you
must export the control folder as a SMB/NFS share on your network. When a user or an application
attempts to open a nearline file on the exported control folder, Tiger Bridge will automatically
retrieve it directly on the NAS source.

As a general rule the capacity of the control folder must be at least 15% of the capacity of the NAS
source itself.

To add a local volume source:
1. Inthe Tiger Bridge Configuration, click Tiger Bridge in the left pane and then click Local Source.

2. In the right pane, do one of the following:

5 Tiger Bridge Configuration - O X
G i ( 3
n Tiger Bridge (paused) Select folder you want to replicate:
i@:} Settings S
ﬁ] Replication policy (1 Minute/s) « B This pC
!<’> F:\Final_cuts = \\?\Wolume{c381bd4c-760f-4143-87b7-a13c5dba130c}
£#» F:\Drafts > wa Local Disk (C:)
|!I Amazon 53/nadia-awortep = VOLUME (D:)
> = RAID2 (E:)
~ - Volume 1 (F:)
$RECYCLE.BIN
tt_ps_
Drafts
~ Final_cuts
New folder
Reports_April
Reports_May
- PoOl (G:)
New Folder | 0K H Cancel ‘
‘ [« Add target H [5) Add polic H Y Add sync H<'> Deleteﬁuurce‘ | P Resume H Refresh all H Apply all H Close |

» To add a whole volume as a source, select the root of the volume and click OK.
« To add an existing folder as a source, browse to and select the folder and click OK.

« To create a new folder as a source, browse to the location where you want to create it, click New
Folder, enter a name of the new folder and then click OK.
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To add a NAS source:
1. Inthe Tiger Bridge Configuration, click Tiger Bridge in the left pane and then click NAS Source.

2. In the right pane, do the following:

5 Tige Britge © -
Tiger Bridge (paused, " "
(00 g bridye fmused Tiger Dridge NAS source:
Settings
8 setting Source path:
(2 synchronization (Notify: 5 Minate/s, Listen: 5 Minute/s ) ,
Rephication pelicy {1 Mi
a Fassward

L1 Reclaim space pokc
& Contral folder: Browss

1¢4> Bridga sourca
ey Co\Source\folder

Vil Hisachi Hewy

(o] ) f=) IRt p— > Fefresh all Close

« In Share path, enter the full path to the network share you want to use as a source.
* (SMB shares only) Enter username and password of a user with Full Control over the network
share in the respective fields.

Important: You must enter the username in the following format [NAS server domain name
or IP address]\[username]. For example, if the IP address of your NAS server is 10.200.0.65
and the name of the user, whose credentials you are providing is “test”, enter the following in
the Username field:

10.200.0.65\test

« In Control folder, browse to and select a folder on a locally mounted volume, which to use as a
control folder.

« Click Apply.

Pair Source with a Target

Once you add a source, you can pair it with one of the supported targets. For prerequisites about
each target, refer to “Target Storage Prerequisites” on page 17.

Important: You cannot pair one and the same source with two or more different targets.

When pairing the source with an object storage target, Tiger Bridge allows you to select what to do
with already existing data in the container/bucket. You can choose between the following options:
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No action — no data will be imported on your source. You can import it later on, following the
steps in “Synchronize Data on the Source and the Target” on page 159.

Import on demand — Tiger Bridge creates a stub file (nearline or offline file, depending on
your target) for each file from the target, only when you browse the containing folder on your
source. For example, if on the target there are two files (“one.xml” and “two.xml”) and a folder
“Target folder” containing a file “three.xml”, should you choose to import them on demand, once
you browse the root of your source, Tiger Bridge will create stub files “one.xml” and “two.xml” and
“Target folder”. “Target folder” will remain empty until you open it on your source and Tiger Bridge
will then create a stub file “three.xml”.

Import all metadata — your source will be populated with all folders and files from the target,
but the files will be represented by stub files (nearline or offline files, depending on your target),
which you can retrieve either on demand (by attempting to open them) or manually, through Tiger
Bridge.

Restore all data — Tiger Bridge retrieves on your source all files and folders from the target,
keeping their hierarchical structure. All retrieved files will be with replicated status.

Important: The operation may take time and the free space on your source must be enough to
accommodate all data found only on the target.

Link existing data — all files with matching metadata (name and size) found both on your
source and the target are linked and represented as replicated. Any file for which no match is found
on your source is imported as a stub file (a nearline or offline file depending on your target).

Pair a Source with Microsoft Azure Blob Storage Target

Note: To see how to pair a source with Microsoft Azure using the command-line interface of Tiger
Bridge, refer to “Pair a Source with Microsoft Azure Blob Storage Target” on page 109.
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To pair a source with Microsoft Azure target:

1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select Azure and click OK.

3 Tiger Bridge target x
a ) El

Select Tiger Bridge target:

(=) Public Cloud () On-Premises
k| > a) ¢
Amazon 53 Azure Google Cloud IBM Cloud
)
6 o 2 =
Backblaze Google Drive LYWVE Cloud RSTOR Space
53 Compatible Wasabi

Close
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In the right pane of the Configuration, do the following:

€54 Tiger Bridge Configuration - O %

Q Tiger Bridge (paused)

£33 settings

ﬁ] Replication policy (1 Minute/s) Targets: Azure ~

Tiger Bridge target:

14> c:\PerfLogs

<5 F\Drafts Name: Azure
:\Dra

Account name:
|!’ Amazon S3/nadia-awortep

A it ke
<% F:\Final_cuts ccount key

Blob endpoint:
| 2y Azures
Use secure transfer {SSL/TLS)

Default access tier: [ Hot v
Rehydration priority: ‘Standard v‘
lease refresh to ioad co e
‘ Apply H Cancel ‘
[=] Delete target P Resume H Refresh all H Apply all H Close |

« Enter a name for the target.

Tip: Specifying a uniqgue name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the account name and key, and the Blob endpoint in the respective fields.

« Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« In Default access tier, select whether to use the Hot, Cool or Archive tier of Azure as default tier
for Tiger Bridge replication.

« In Rehydration priority, select whether offline files should be rehydrated using the Standard
or the High option.

« Click List containers to display the list of containers available for the account you have
specified and then select the container on the target, which to be paired with the selected source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all containers, Tiger Bridge displays a text box for you to manually enter the name of the
container, which will be paired with the source.

Important: Do not use the same container for two or more sources on the same computer.
You must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
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Sync” on page 95). Do not change the name of the container as this may prevent Tiger Bridge
replication from operating.

4. In the Existing cloud data action dialog, select what to do with data already existing in the
container and then click OK.

Existing cloud data action X
g

Choose action to be performed on any existing data in the target:

* No action Mo data will be imported from the target. It can be later imported
using explorer command.

) Import on demand Mo data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

) Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

) Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

) Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

5. Click Apply.
Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Amazon S3 Target

Note: To see how to pair a source with Amazon S3 target using the command-line interface of
Tiger Bridge, refer to “Pair a Source with Amazon S3 Target” on page 110.

When you pair a source with an S3 target, you can also select the Amazon storage class, to which
Tiger Bridge to replicate data directly, omitting any intermediate tiers, in case you do not want to
use the default storage class (S3 Standard-1A). You can also specify Amazon archive retrieval
option, in case you do not want to use the default archive retrieval option (Standard). For more
information about Amazon storage classes and archive retrieval options, refer to the Amazon S3
documentation.
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To pair a source with Amazon S3 object storage target:
1. In the left pane select the source and click Add Target.
2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select Amazon S3 and click OK.

3 Tiger Bridge target x
a ) El

Select Tiger Bridge target:

(=) Public Cloud () On-Premises
k| > a) ¢
Amazon 53 Azure Google Cloud IBM Cloud
)
6 o 2 =
Backblaze Google Drive LYWVE Cloud RSTOR Space
53 Compatible Wasabi

Close
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3. In the right pane of the Configuration, do the following:

€54 Tiger Bridge Configuration - O %

i i ( )
n Tiger Bridge (paused) Tiger Bridge target:

i@:} Settings
ﬁ] Replication policy (1 Minute/s) Targets: Amazon 53 ~
14> c:\perflLogs
Name: Amazon 53
£ F:\Drafts
Server URL: https://s3.amazonaws.com

|!I Amazon S3/nadia-awortep

il A key:
£#» F:\Final_cuts ccess key:

! |!‘ Amazon S3/ Secret key:
Use secure transfer (SSL/TLS)

["] Rotate access key

Default storage class: ‘53 Standard-IA ~ ‘

Archive retrieval option: ‘Standard v‘

Buckets: List buckets

Delete target P Resume ‘ ‘ Refresh all H Apply all H Close |

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the S3 target.

Important: To use Tiger Bridge with an acceleration-enabled buckets, include “accelerate” in
the server URL as described in the Amazon documentation.

« Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« To benefit from Amazon’s access key rotation, select the “Rotate access key” check box to let
Tiger Bridge update the access key of the IAM user once a week.

Note: Before enabling access key rotation in Tiger Bridge, make sure you have created an
Amazon S3 policy that allows IAM users to rotate their own access keys, signing certificates,
service specific credentials, and passwords.

Important: If you deploy Tiger Bridge for geo replication, to allow successful access key
rotation on each computer running Tiger Bridge you must specify a different 1AM account for
access to the same bucket(s).

« In Default storage class, select the storage class to which Tiger Bridge to replicate data directly,
omitting any intermediate tiers.
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Note: If you do not select a specific storage class, Tiger Bridge uses S3 Standard-IA.

« In Archive retrieval option, select the method for retrieving data from the archival tier of your
S3 object storage.

Note: If you do not select a specific archive retrieval option, Tiger Bridge uses Standard as
default.

Important: If at the time of data retrieval there is insufficient capacity to process an
Expedited request, Tiger Bridge automatically switches to Standard. Expedited retrieval option
is not available for S3 Glacier Deep Archive storage class. Make sure you are acquainted with
the Amazon pricing model, before changing your archive retrieval option, in order to avoid
incurred costs.

« Click List buckets, to display the list of buckets available for the account you have specified and
select the bucket on the target, which to be paired with the selected source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the S3 object storage as this may
prevent Tiger Bridge replication from operating.

. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

) Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

() Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

) Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.
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5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with 1BM Cloud Object Storage Target

Note: To see how to pair a source with IBM cloud object storage target using the command-line
interface of Tiger Bridge, refer to “Pair a Source with IBM Cloud Object Storage Target” on page
111.

To pair a source with IBM cloud object storage target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, do one of the following:

(4 Tiger Bridge target x

Select Tiger Bridge target:

=) Public Cloud ) On-Premises
ks &9 D d
Amazon 53 Azure Google Cloud IBM Cloud
e
Backblaze Google Drive LYWE Cloud RSTOR Space
53 Compatible Wasabi

Close

« if you are configuring the public IBM cloud object storage as a target, select “Public Cloud” and
then select IBM Cloud and click OK.

« if you are configuring an on-premises IBM cloud object storage target, select “On-premises”
and then select IBM COS and click OK.
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In the right pane of the Configuration, do the following:

5 Tiges B 2

) Tiger Rridga (naused

157 settings

[ synchronization [Notify:
[ repication posicy (1 Minusers)

] Reclaim space pocy (520 Wesk/s, 85 %)

Tigar Rridge targat:
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Nama: M COS

£ Cx\Source\folder

14 1BMcoss

Access key:

Secret key:

| Use secure trarsfer (SSLTLS]

Duschets: List butkets

[-] Delst targat > Fefresh all Close

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

* (public IBM Cloud) In Server URL, enter the URL for access to the public IBM cloud.

* (on-premises IBM cloud object storage) Under Accessers, enter IP address of the IBM cloud
object storage server and click the “+” button to save it.

Tip: You can specify alternative IP address through which you can access the server providing
access to your account for the IBM cloud object storage. For the purpose in the Accessers field
click the “+” button, keeping in mind that the main IP address for access to it must be specified
first.

« Enter the access ID and secret access keys in the respective fields.

+ Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
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Sync” on page 95). Do not change the name of the bucket on the IBM cloud object storage as
this may prevent Tiger Bridge replication from operating.

4. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

j Existing cloud data action X
g

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand Mo data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

() Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

(O Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Backblaze Target

Note: To see how to pair a source with Backblaze target using the command-line interface of Tiger
Bridge, refer to “Pair a Source with Backblaze Target” on page 113.
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To pair a source with Backblaze B2 cloud storage target:
1. In the left pane select the source and click Add Target.
2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select Backblaze and click OK.

3 Tiger Bridge target x
a ) El

Select Tiger Bridge target:

(=) Public Cloud () On-Premises
k| > a) ¢
Amazon 53 Azure Google Cloud IBM Cloud
)
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Close
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3.

In the right pane of the Configuration, do the following:

€54 Tiger Bridge Configuration - O %

Q Tiger Bridge (paused)

i@:} Settings

ﬁ] Replication policy (1 Minute/s) Targets: Backblaze ~

Tiger Bridge target:

<> F:\Drafts

Name: Backblaze
Iii Amazon S3/nadia-awortep

KeyID:
<> F:\Final_cuts ¥

! & Backblaze/ Application key:

Buckets: List buckets

Delete target P Resume ‘ ‘ Refresh all H Apply all H Close |

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the keyID and the application key for access to the Backblaze B2 cloud.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the Backblaze cloud storage as
this may prevent Tiger Bridge replication from operating.
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4. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket

and then click OK.

[ Existing cloud data action

(*) No action

() Import on demand

() Import all metadata

) Restore all data

() Link existing data

Choose action to be performed on any existing data in the target:

Mo data will be imported from the target. It can be later imported
using explorer command.

No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

*

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
datareplication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Wasabi Target

Note: To see how to pair a source with Wasabi target using the command-line interface of Tiger
Bridge, refer to “Pair a Source with S3-compatible Object Storage Target” on page 114.
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To pair a source with Wasabi cloud storage target:

1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select Wasabi and click OK.

3 Tiger Bridge target x
a ) El

Select Tiger Bridge target:

(=) Public Cloud () On-Premises
k| > a) ¢
Amazon 53 Azure Google Cloud IBM Cloud
)
6 o 2 =
Backblaze Google Drive LYWVE Cloud RSTOR Space
53 Compatible Wasabi

Close




3.

Pair Source with a Target
In the right pane of the Configuration, do the following:

5 Tiger Bridge Configuration - ] x
Ti Bridge (| d) N N
n 1ger Bridge {pause Tiger Bridge target:
2@3 Settings
ﬁ] Replication policy (1 Minute/s) Targets: Wasabi v
<P E
Name: Wasabi
! @ Wasabi/
Server URL: https://s3.wasabisys.com
Access key:
Secret key:
Use secure transfer (SSL/TLS)
Buckets: List buckets
lease refresh to
[ woy [ con |
Delete target » Resume H Refresh all H Apply all H Close |

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the Wasabi target.

+ Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the Wasabi cloud storage as this
may prevent Tiger Bridge replication from operating.
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4. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

) Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
datareplication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Hitachi Content Platform Target

Note: Currently, you can pair a source with an HCP target only in the Tiger Bridge Configuration.



To pair a source volume with Hitachi HCP target:
1. In the left pane select the source and click Add Target.

5] Tiger Bridge target
Select Tiger Bridge target:

() Public Cloud (*) On-Premises

o —
& =

Hitachi HCP

2

Seagate CORTX

IBM COS

~ ~

BlackPearl Coeus FUJIFILM

a @

Local storage Network location
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OpenStack Swift

x

[ 52
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Close

3. In the right pane of the Configuration, do the following:

5 Tige Bridge Configution

) Tiger Rridga (naused)
157 settings
G Synchronization (Notify: 5 Minute/s, Listen: 5 Minute/s )
[ repication posicy (1 Minusers)
T Reclaim space peicy (520 Week/s, 55 %)
£ry Cx\Source\folder

1 e} visachi Hery

[ Delete target

« Enter a name for the target.

Tigar Rridge targat:
Targats: Hitazhi KCP
Nama: Hitazhi KCP
Sarver URL:

Access key:

Secret key:

] Use secure trarsfer (SSL/TLE)

Buckets:

FRedresh all

Pair Source with a Target

2. Inthe Tiger Bridge Target dialog, select On-premises, then select Hitachi HCP and click OK.

List buckets

Caneal

Close
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S

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the Hitachi HCP target.

« Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the Hitachi HCP target as this may
prevent Tiger Bridge replication from operating.

In the Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

() Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
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data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with OpenStack Swift Target

Note: Currently, you can pair a source with an OpenStack Swift target only in the Tiger Bridge
Configuration.

To pair a source with OpenStack Swift target:

. In the left pane select the source and click Add Target.

. Inthe Tiger Bridge Target dialog, select On-premises, then select OpenStack Swift and click OK.

-3 Tiger Bridge target

Select Tiger Bridge target:

(2 Public Cloud *) On-Premises
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3.

In the right pane of the Configuration, do the following:
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« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the OpenStack Swift target.

+ Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the OpenStack Swift target as
this may prevent Tiger Bridge replication from operating.
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4. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket

and then click OK.

[ Existing cloud data action

(*) No action

() Import on demand

() Import all metadata

) Restore all data

() Link existing data

Choose action to be performed on any existing data in the target:

Mo data will be imported from the target. It can be later imported
using explorer command.

No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

*

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
datareplication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with LYVE Cloud Target

Note: Currently, you can pair a source with a LYVE Cloud target only in the Tiger Bridge

Configuration.
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To pair a source volume with LYVE Cloud target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select LYVE Cloud and click OK.
5] Tiger Bridge target =

Select Tiger Bridge target:

(&) Public Cloud () On-Premises

D ) ¢

Amazon 53 Azure Google Cloud IBM Cloud

L o 2D S

—
Backblaze Google Drive LYWVE Cloud RSTOR Space
53 Compatible Wasabi

Close

3. In the right pane of the Configuration, do the following:

5 Tiger Reidge Configuisticn

o x
) iger Rrige (ruanin Tiger Rridge targat:
@ Settings

G Synchronization (Motify: 1 Minute/s, Listen: 1 Minute/s )

Targets: LYVE Clowd w
[ meptication poticy (1 sinuters)
Nama: LYVE Clowd
R 2=l
Server URL: | NEDS:/s3.us-8ast: 1 Iyvecloud.sagate.com
&) uwve cloudy
Acoess key
Secret hey:
] Use secure transfer (SSL/TLE)
Buckets: List buckets
Cancel
[ Delute target

n Refresh all Close

« Enter a name for the target.
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Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the LYVE Cloud target.

« Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the LYVE Cloud target as this may
prevent Tiger Bridge replication from operating.

In the Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

() Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

Click Apply.
Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
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data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with RSTOR Space Target

Note: Currently, you can pair a source with a RSTOR Space target only in the Tiger Bridge
Configuration.

To pair a source volume with RSTOR Space target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select RSTOR Space and click OK.

-5 Tiger Bridge target >

Select Tiger Bridge target:

(=) Public Cloud On-Premises
I | = D 4
Amazon S3 Azure Google Cloud IBM Cloud
e
4 o 9 =
Backblaze Google Drive LYVE Cloud RSTOR Space
53 Compatible Wasabi

Close




3. In the right pane of the Configuration, do the following:

Pair Source with a Target

(5§ Tuger Bt Con o x
) Tiger Briage (p Tiger Bridge target:
153 setvings
|j| Replication policy (1 Minute/s) Targets: RETOR Space -
€3 C:\GOGI
Name: RETOR Space
1 & reToR Space/
Saever UAL
) CORSTOR
= RSTOR Space/filbucieto] Acoees Ly
Secret key
7] Use secure transfer (SSLITLS)
Buckets: List buckets
sl
[ Delete target »> Refrenh alf Close

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the RSTOR Space target.

+ Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the RSTOR Space target as this
may prevent Tiger Bridge replication from operating.

63



Get Started with Tiger Bridge Using the Configuration

4. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

) Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
datareplication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Seagate CORTX Target

Note: Currently, you can pair a source with an Seagate CORTX target only in the Tiger Bridge
Configuration.
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To pair a source volume with Seagate CORTX target:

1. In the left pane select the source and click Add Target.

5] Tiger Bridge target
Select Tiger Bridge target:

() Public Cloud (*) On-Premises

o —
& =

Hitachi HCP

2

Seagate CORTX

IBM COS

~ ~

BlackPearl Coeus FUJIFILM

a @

Local storage Network location

LTO Tape

OpenStack Swift

x

[ 52

52 Compatible

Close

3. In the right pane of the Configuration, do the following:

5 Tige Bridge Configution
) Tiger Rridga (naused)
157 settings
G Synchronization (Notfy: § Minuteis, Listen: 5 Minute/s )
[ Repucation posicy (1 Minutars)
T Reclaim space peicy (520 Week/s, 55 %)
£ry Cx\Source\folder

1&) seagate conTx/

[ Delete target

« Enter a name for the target.

Tigar Rridge targat:

Targats: Seagate CORTX
Nama: Seagate CORTY
Sarver URL:

Access key:

Secret key:

] Use secure trarsfer (SSLTLE)

Buckets:

FRedresh all

Pair Source with a Target

2. Inthe Tiger Bridge Target dialog, select On-premises, then select Seagate CORTX and click OK.

List buckets

Caneal

Close
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S

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the Seagate CORTX target.

« Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the Seagate CORTX target as this
may prevent Tiger Bridge replication from operating.

In the Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

() Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

Click Apply.
Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
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data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with S3-compatible Object Storage Target

Note: To see how to pair a source with S3-compatible target using the command-line interface of
Tiger Bridge, refer to “Pair a Source with S3-compatible Object Storage Target” on page 114.

To pair a source volume with S3-compatible object storage target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, do one of the following:

-5 Tiger Bridge target >

Select Tiger Bridge target:

=) Public Cloud On-Premises
I | = D 4
Amazon S3 Azure Google Cloud IBM Cloud
e
4 o 9 =
Backblaze Google Drive LYVE Cloud RSTOR Space
53 Compatible Wasabi

Close

« if you are configuring a public S3-compatible object storage as a target, select Public Cloud,
then select S3 Compatible and click OK.

« if you are configuring an on-premises S3-compatible object storage as a target, select On-
premises, then select S3 Compatible and click OK.
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3.

In the right pane of the Configuration, do the following:

€54 Tiger Bridge Configuration - O %

Q Tiger Bridge (paused)

i@:} Settings

ﬁ] Replication policy (1 Minute/s) Targets: 53 Compatible ~

Tiger Bridge target:

14> c:\perflLogs

£» F:\Drafts Name: 53 Compatible
:\Dra

Server URL:

|!I Amazon S3/nadia-awortep
i A key:
£#» F:\Final_cuts ccess key:

! @ s3 compatible/ Secret key:
Use secure transfer (SSL/TLS)

Buckets: List buckets

| Appl H Cancel ‘
Delete target P Resume ‘ ‘ Refresh all H Apply all H Close |

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the S3-compatible object storage target.

+ Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the S3-compatible object storage
as this may prevent Tiger Bridge replication from operating.
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4. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket

and then click OK.

[ Existing cloud data action

(*) No action

() Import on demand

() Import all metadata

) Restore all data

() Link existing data

Choose action to be performed on any existing data in the target:

Mo data will be imported from the target. It can be later imported
using explorer command.

No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

*

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
datareplication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Google Cloud Target

Note: Currently you can pair a source with a Google Cloud storage target only in the Tiger Bridge

Configuration.
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To pair a source with Google cloud storage target:
1. In the left pane select the source and click Add Target.

2. In the Tiger Bridge Target dialog, select Public Cloud, then select Google Cloud and click OK.

5] Tiger Bridge target =
Select Tiger Bridge target:
(&) Public Cloud ) On-Premises
> ) d
Amazon 53 Azure Google Cloud IBM Cloud
)
4 o 9 S
Backblaze Google Drive LYWVE Cloud RSTOR Space
53 Compatible Wasabi
3. In the right pane of the Configuration, do the following:
£ Tiges Bridge Cemfiguration a o
2 iger Rridge (paussa) Tiger Hridga targat:
@ Seltings
G Synchronization (Motify: 5 Minute's, Listen: § Minute/s ) Targets: Google Cloud “
[ meptication poticy (1 sinuters)
= Nama: Google Cloud
T Reclaim space policy (520 Week/s, 95 %)
Project [D:
£r) Ci\Source\folder
15 Google Cloudy Service account:
. Private key:
Buckets: List buckets
pply Cancal
[ Delute target

Refresh all Close

« Enter a name for the target.
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Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the Project ID, service account email and private JSON key for access to the bucket(s) on
the target.

Note: For more information about creating a service account and retrieving its credentials,
refer to the Google Cloud Console documentation.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the Google Cloud storage as this
may prevent Tiger Bridge replication from operating.

. Inthe Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action hed

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand Mo data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

) Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.

5. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
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data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Google Drive Target

Note: Currently you can pair a source with a Google Drive target only in the Tiger Bridge

Configuration.

To pair a source with Google Drive target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select Public Cloud, then select Google Drive and click OK.

(=) Public Cloud

41

Amazon 53

£

Backblaze

S

53 Compatible

-5 Tiger Bridge target

Select Tiger Bridge target:

On-Premises

>

Azure

o

Google Drive

Wasabi

a

Google Cloud

D

LYVE Cloud

x

?
IBM Cloud

RSTOR Space

Close




3.

Pair Source with a Target
In the right pane of the Configuration, do the following:

€54 Tiger Bridge Configuration

Q Tiger Bridge (paused)

i@:} Settings

ﬁ] Replication policy (1 Minute/s) Targets: Google Drive ~

Tiger Bridge target:

<> F:\Drafts

. MName: Google Drive
Iii Amazon S3/nadia-awortep

Username:
<> F:\Final_cuts

3 Prefix:
! & Google Drivef

| Appl
[] Delete target P Resume H Refresh all H Apply a H Close |

« Enter a name for the target.

| Cancel ‘

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the username of the Google Drive account and the name of the folder to be used for Tiger
Bridge-managed data and then click Apply.

Note: If the folder name you have specified does not exist, Tiger Bridge automatically creates
it in your Google Drive.

Important: Do not use the same folder for two or more sources on the same computer. You
must use the same folder for multiple sources each on a different computer, only when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the folder on your Google Drive as this may
prevent Tiger Bridge replication from operating.

« In the web browser that opens, log in to your Google Drive account and authorizeTiger Bridge
to preview, edit, create and delete files in your Google Drive.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.
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Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with BlackPearl Object Storage Target

Note: To see how to pair a source with BlackPearl target using the command-line interface of
Tiger Bridge, refer to “Pair a Source with BlackPearl Object Storage Target” on page 115.

To pair a source with BlackPearl object storage target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select On-premises, then select BlackPearl and click OK.

Tiger Bridge target x
a ) El

Select Tiger Bridge target:

(2 Public Cloud *) On-Premises
¢ — S
Hitachi HCP IBM COS OpenStack Swift 53 Compatible

Seagate CORTX

BlackPearl Coeus FUJIFILM

)
-] a (O
— -

Local storage MNetwork location LTO Tape

Close
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3. In the right pane of the Configuration, do the following:

(55 Tiger Bridge Configuration - o x

Q Tiger Bridge (paused)

@ Settings

ﬁ] Replication policy (1 Minute/s) Targets: Spectra BlackPearl v

Tiger Bridge target:

<) F:\Drafts

. Name: Spectra BlackPearl
Iil Amazon S3/nadia-awortep

Server URL:
<% F:\Final_cuts

A key:
!+ Spectra BlackPearl/ coess ey
Secret key:

Use secure transfer (SSL/TLS)

Buckets: List buckets

‘ App H Cancel |
Delete target P Resume H Refresh all H Apply a H Close ‘

« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the BlackPearl target.

+ Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the BlackPearl object storage as
this may prevent Tiger Bridge replication from operating.

4. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
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data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with Coeus Target

Note: To see how to pair a source with Coeus target using the command-line interface of Tiger
Bridge, refer to “Pair a Source with Coeus Target” on page 116.

To pair a source with Coeus target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select On-premises, then select Coeus and click OK.

-3 Tiger Bridge target x
Select Tiger Bridge target:
(2 Public Cloud *) On-Premises
¢ — S
Hitachi HCP IBM COS OpenStack Swift 53 Compatible
Seagate CORTX
—— N
Cozus o
BlackPearl Coeus FUJIFILM
)
-] a (O
— -
Local storage MNetwork location LTO Tape




3.

Pair Source with a Target

In the right pane of the Configuration, enter the details required for access to the Coeus target
and click Apply:

(55 Tiger Bridge Configuration — u] x
Ti Bridge ( d) . N
n 'ger Bridge (pause Tiger Bridge target:
5;3:; Settings
ﬁ] Replication policy (1 Minute/s) Name: Coeus
< B Share path:
:ﬁ Coeus/ Username:
Password
Archive folder:
Coeus Address:
Coeus Port:
Coeus API Key:
Watch folder:
[ ey [ con |
Delete target | P Resume H Refresh all H Apply all H Close ‘

Note: If the Coeus account details you have specified are already used for another source, you
cannot pair the current source with it.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
datareplication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.
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Pair a Source with a FujiFilm Object Archive Target

To pair a source volume with FujiFilm object archive target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select On-premises, then select FUJIFILM and click OK.

[} Tiger Bridge target
Select Tiger Bridge target:
() Public Cloud =) On-Premises
[
Hitachi HCP IBM COS
Seagate CORTX
——
cozus
BlackPearl Coeus
) -
S s
T — i —
Local storage Network location

|
OpenStack Swift

FUIIFILM

LTO Tape

x

S

S3 Compatible

Close

5 Tiges Bradge Configusation

) Tiger Rridga (naused)

@ Settings

G Synchranization [Notify: § Minute/s, Listen: 5 Minute/s )

[ repication posicy (1 Minusers)
] Reclaim space pobcy (520 Week/s, 95 %)
<o el

£ Cr\Usars\Administrator Dacumants\tigar- beidga

] iftiger-bridge

[ Delete target

CLE f210r21d Y Haga

In the right pane of the Configuration, do the following:

Tigar Rridge targat:

Targats: PUITFILM
Nama: PUITFILM
Sarver URL:
Access key:
Sacret hey:

| Use secure trarsfer (SSL/TLE)

Buckets:

FRedresh all

List buckets

Caneal

Close



Pair Source with a Target
« Enter a name for the target.

Tip: Specifying a unique name of the target lets you re-use its parameters, when you pair
another source with the same target. The target and its parameters will appear in the Targets
drop-down box.

« Enter the server URL, access and secret keys of the FujiFilm object archive storage target.

« Choose whether to access the target using secure transfer (SSL/TLS) by selecting or clearing
the check box.

« Click List buckets, to display the list of buckets available for the account you have specified and
then select the bucket, which to pair with the source.

Note: If the user whose credentials you have provided, does not have sufficient permissions
to list all buckets, Tiger Bridge displays a text box for you to manually enter the name of the
bucket, which will be paired with the source.

Important: Do not use the same bucket for two or more sources on the same computer. You
must use the same container for multiple sources each on a different computer, when you
intend to deploy Tiger Bridge for geo replication (for more information, see “Configure Active
Sync” on page 95). Do not change the name of the bucket on the FujiFilm object storage as this
may prevent Tiger Bridge replication from operating.

In the Existing cloud data action dialog, select what to do with data already existing in the bucket
and then click OK.

[ Existing cloud data action X

Choose action to be performed on any existing data in the target:

(*) No action Mo data will be imported from the target. It can be later imported
using explorer command.

() Import on demand No data will be imported initially. Any folder that is accessed by an
application will be imported automatically. This option will provide
access to all data in the target without importing it first.

() Import all metadata All metadata will be imported recreating the entire folder structure
from the target. This may be a long operation based on the number
of files and network speed.

() Restore all data Import all metadata and restore all the data. This operation will
copy the content of the target locally and require the necessary free
space. May take very long time based on network speed.

() Link existing data Links existing local files with corresponding object data on the
target. Useful when data has already been uploaded to the target.
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s

Pair a Source with a Network Share Target

Note: To see how to pair a source with network share target using the command-line interface of
Tiger Bridge, refer to “Pair a Source with a Network Share Target” on page 118.

Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

To pair a source with a network share target:
In the left pane select the source and click Add Target.

1.
2.

In the Tiger Bridge Target dialog, select On-premises, then select Network location and click

OK.

(4 Tiger Bridge target

Select Tiger Bridge target:
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Pair Source with a Target
3. In the right pane of the Configuration, do the following:

(55 Tiger Bridge Configuration - o x

Q Tiger Bridge (paused)

@ Settings

ﬁ] Replication policy (1 Minute/s) Targets: Network location v

Tiger Bridge target:

<) F:\Drafts

Name: Network location
Iil Amazon S3/nadia-awortep

Share path:
<% F:\Final_cuts P

5 Username:
! % Network location/

Password:

Folder:

‘ App H Cancel |
Delete target P Resume H Refresh all H Apply a H Close ‘

« Enter a name of the target.

« Enter the path to the network share.
* (SMB share only) Enter credentials for access to the share.

Important: You must enter the username in the following format [NAS server domain name
or IP address]\[username]. For example, if the IP address of your NAS server is 10.200.0.65
and the name of the user, whose credentials you are providing is “test”, enter the following in
the Username field:

10.200.0.65\test

Note: If you are configuring an NFS share target, leave the username and password fields
empty.

« Enter the name of an existing folder on the share designated for container of the selected
source.

Note: If you want to use the root of the network share as a container for the source, specify
the path to the share without the root folder and then enter the name of the root as folder to
be used. For example, if you want to use as a target network share with name “Projects”
exported by the server server.com, enter as Share path: \\server.com and as folder to be used
as container: Projects.

4. Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
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data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Pair a Source with a Local Volume Target
Note: To see how to pair a source with local volume as a target using the command-line interface
of Tiger Bridge, refer to “Pair a Source with a Local Volume Target” on page 119.

To pair a source with a local volume target:
1. In the left pane select the source and click Add Target.

2. Inthe Tiger Bridge Target dialog, select On-premises, then select Local storage and click OK.

Tiger Bridge target x
a ) El

Select Tiger Bridge target:

(2 Public Cloud *) On-Premises
¢ — S
Hitachi HCP IBM COS OpenStack Swift 53 Compatible

2D

Seagate CORTX

——
Cozus o
BlackPearl Coeus FUJIFILM
)
-] a (O
— -
Local storage MNetwork location LTO Tape

Close




3.

Configure Automatic Data Replication
In the right pane of the Configuration, enter name of the target and then do one of the following:

(53 Tiger Bridge Configuration - o X

n Tiger Bridge (paused)
@ Settings
ﬁ] Replication policy {1 Minute/s)
<> F:\Drafts

Tiger Bridge target:

Name: Local storage

Q

~ [ This pC
wa Local Disk (C:)

s VOLUME (D:)
119 Local storage/ = RAID2 (E:)

I!I Amazon S3/nadia-awortep

£#> F:\Final_cuts

- Volume 1 (F:)

- Pool (G:)

‘ OK H Cancel ‘

[] Delete target ‘ P Resume H Refresh all H Apply a H Close |

« To add an existing folder as a target, browse to and select the folder or the root of the volume
and click OK.

« To create a new folder as a target, browse to the location where you want to create it, click New
Folder, specify the name of the new folder and then click OK.

Click Apply.

Until you specify data lifecycle management parameters, Tiger Bridge uses the default global
data replication policy for all pairs of source and target. You can change the settings of the global
data replication policy or configure a policy valid for just a specific pair of source and target,
following the steps in “Configure Automatic Data Replication” on page 83.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Configure Automatic Data Replication

Note: To see how to configure automatic data replication using the command-line interface of
Tiger Bridge, refer to “Automatic Data Replication” on page 121.

To allow Tiger Bridge to automatically replicate files from the source to the target, you should

simply specify for how long a file should not have been modified in order Tiger Bridge to queue it

for replication. You can configure the global data replication policy, which is valid for all pairs of
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source and target. By default, the global replication policy is set to queue for replication data not
modified within the last 1 minute. You can also overwrite the global data replication policy by
specifying different parameters for a given pair of source and target.

You can disable automatic data replication both globally or just for a specific pair of source and
target. For the purpose you need to configure either the global replication policy or the policy of a
specific pair to replicate files, when they have not been modified for O minutes. In this case, you will
be able to replicate files only manually.

When configuring the global data replication policy, you can also refine the list of automatically
managed locations on all sources. For more information, refer to “Refine the List of Automatically
Managed Locations” on page 84.

You can also fine-tune your data replication workflow by configuring several advanced settings. For
more information, refer to “Advanced Data Replication Settings” on page 138.

Refine the List of Automatically Managed Locations
Depending on the interface you have used to pair a source with a target, Tiger Bridge assumes that:

« (Tiger Bridge Configuration) it should automatically manage all data on the source.
« (command-line interface) it should not automatically manage any data on the source.

You can refine the list of locations on your sources, in which data should be automatically
managed, by specifying a list of included and excluded locations, thus instructing Tiger Bridge to
automatically manage (replicate, reclaim space, archive):

- all data on a source, when the root of the source is added as an included location;

- all data on a source, except data in subfolders added as excluded locations, when the root of the
source is added as an included location;

* no data on the source except data in subfolders added as included locations, when the root of the
volume is not added as an included location;

Note: Although data in the excluded locations is not subject to Tiger Bridge’s automatic data
lifecycle management, you can manually perform such operations on files/folders in an excluded
location. For more information, see “Manually Manage Data” on page 153.

You can edit the list of included and excluded locations at any time as part of the global data
replication policy configuration, following the steps below.
Note: To see how to refine the list of automatically managed locations, using the command-line

interface of Tiger Bridge, refer to “Refine the List of Automatically Managed Locations” on page
120.



Configure Automatic Data Replication
To configure global data replication policy:
1. Click Replication policy in the left pane of the Tiger Bridge Configuration.

(5 Tiger Bridge Configuration - o x

a Tiger Bridge (paused)

5—33 Settings
) A T
[ '| Synchronization (Notify: 5 Minute/s, Listen: 5 Minute/s ) Replicate files after 1 El

ﬁl Replication policy (1 Minute/s)
L,_Jx Reclaim space policy (520 Week/s, 95 %)

Tiger Bridge Replication policy:

Folders that will be replicated:

. . C:\Users\test\Documents\tiger-bridge
<) C:\Users\test\Documents\tiger-bridge

@y Azure/tiger-bridge

Folders excluded from replication:

‘ App H Cancel |

[ > woome || revwnat || el || cee ]

2. In the right pane, specify for how long a file should not have been modified for Tiger Bridge to
replicate it, by entering the desired number and selecting the unit of measure in the drop-down
box beside it.

Note: To disable automatic data replication and allow only manual replication of files, specify
that files should not have been modified for O minutes.

3. (optional) Refine the list of automatically managed locations on all sources, by doing one of the
following:

« To add a folder to the list of included or excluded locations, click the + next to the respective
list and browse to and select the respective folder, then click OK.

Note: You can also create a new folder in an existing source to add it as an included or
excluded location.

» To remove a folder from the list of included or excluded locations, select the folder in the
respective list and click the - button.

4. Click Apply.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

85



86

Get Started with Tiger Bridge Using the Configuration
To overwrite the global replication policy for a specific pair:
1. Inthe Tiger Bridge Configuration, select the source in the left pane and click Add policy.

2. In the Policy Type dialog, select Replicate and click OK.
L Policy type X

Select policy type

Cll ) 7

- - L
Replicate Reclaim space Archive

Important: If the selected source already has its own replication policy assigned, you cannot
add a new replication policy, but can edit the existing policy, following the steps below.

Note: To make the source use the global replication policy set for all pairs, simply delete its
own policy by selecting it and clicking Delete policy.

3. In the right pane, specify for how long a file should not have been modified for Tiger Bridge to
replicate it, by entering the desired number and selecting the unit of measure in the drop-down
box beside it.

Note: To disable automatic data replication and allow only manual replication of files, specify
that files should not have been modified for O minutes.

4. Click Apply.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Configure Space Reclaiming

Note: To see how to configure automatic space reclaiming using the command-line interface of
Tiger Bridge, refer to “Space Reclaiming” on page 122.

Aside from turning space reclaiming on, to instruct Tiger Bridge under what conditions it should
replace replicated files on the source(s) with nearline files, you must configure the following
parameters:

space reclaiming policy — Tiger Bridge decides which replicated files to replace with
nearline files on the source volume based on 2 parameters - minimal file size and time interval for
which the file has not been accessed. For example, if you set the file size threshold to 10MB and the
time interval to 2 weeks, Tiger Bridge will replace with nearline files all replicated files with size
10MB or above that have not been accessed for at least 2 weeks, leaving on the source volume



Configure Space Reclaiming
replicated files whose size is smaller than 10MB and also replicated files with bigger size that have
been accessed by a client computer in less than 2 weeks. By default, Tiger Bridge is set to replace
any file, which has not been accessed for more than 4 weeks, regardless of its size.

used space thresholds for space reclaiming — the default used space threshold is 0%
and space reclaiming is triggered as soon as any file meets the criteria for replacement with a
nearline file. You can increase the used space threshold and let Tiger Bridge reclaim space only
when a given amount of your source is full. You can also specify maximum used space threshold on
your source - it specifies when all files subject to replication are queued for replacement with
nearline files regardless of their size and last access time. By default, maximum used space value is
set to 90% for all source volumes.

Note: Tiger Bridge processes the queue of files scheduled for replacement with nearline files
starting from the ones, which are least recently accessed.

processes triggering file retrieval — By default, each process, attempting to open a
nearline file on the source volume, triggers its retrieval from the target. To prevent useless retrieval
of nearline files by your antivirus software, for example, you can specify which processes exactly
can trigger the file retrieval operation. You can do this by creating either a list of processes allowed
to trigger retrieval or by creating a list of processes, which cannot trigger retrieval of nearline files.
There is no need to create both lists. In case you create a list of processes allowed to trigger nearline
file retrieval from the target, any process not included in the list will not trigger the operation, when
this process attempts to open the file. In case you decide to specify the processes, which are not
allowed to trigger file retrieval from the target, any process not mentioned in the list will trigger the
nearline file retrieval, when this process attempts to open that file.

Important: With a NAS source, nearline files are located in the control folder and not on the
network share. Still, when retrieving them, actual data is retrieved directly on the NAS source. To
learn more about space reclaiming on NAS sources, refer to “NAS Source Prerequisites and Setup”
on page 36.

You can configure a global space reclaiming policy, valid for each pair of source and target, which

does not have its own space reclaiming policy assigned. You can overwrite the global space
reclaiming policy for a given pair of source and target or disable space reclaiming for that pair only.

Important: If the storage class of your cloud storage target is an archival tier (Amazon S3
Glacier/S3 Glacier Deep Archive or Azure Archive), when Tiger Bridge reclaims space on your
source, files are not replaced by nearline stubs, but by offline files, which can be retrieved back on
the source only manually through the Tiger Bridge shell extension or the command-line interface.

You can also fine-tune your space reclaiming workflow by configuring several advanced settings.
For more information, refer to “Advanced Space Reclaiming and Data Archiving Settings” on page
141.
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To configure global space reclaiming policy:
1. Select Tiger Bridge in the left pane and then click Add policy.

2. In the Policy Type dialog, select Reclaim space and click OK.
L4 Policy type X

Select policy type

Ol ) ry
- - L
Replicate Reclaim space Archive

‘ oK ‘ ‘ Close

3. Inthe right pane, specify the parameters for file access time and size, for used space thresholds
and click Apply.

(] Tiger Bridge Configuration - m] x
i ( )
a Tiger Bridge (paused) Tiger Bridge Reclaim space policy:
@ Settings
~
D Synchronization (Notify: 5 Minute/s, Listen: 5 Minute/s ) Remove files not accessed for more than 520 El
ﬁ] Replication policy (1 Minute/s) and bigger than 0 §|
I_'_j‘ Reclaim space policy (520 Week/s, 95 %)
{7» C:\Users\test\Documents\tiger-bridge Start reclaiming space when used space exceeds | 0 §| %
2y Azureftiger-bridge
Ignore access time criteria if used space exceeds 95 El %
‘ Apply H Cancel |
[5) Delete policy ‘ P Resume H Refresh all H Apply all H Close ‘

The global space reclaiming policy is valid for all sources that do not have their own policy
assigned. To edit the global policy, simply select it in the left pane, edit the desired parameter
and click Apply. To delete the global policy, select it in the left pane and click Delete policy.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.



Configure Space Reclaiming

To overwrite the global space reclaiming policy for a specific source:
In the Tiger Bridge Configuration, select the source in the left pane and then click Add policy.

1.
2.

In the Policy Type dialog, select Reclaim space and click OK.

L Policy type

Select policy type

]

Replicate

|—X

Reclaim space

rA

L J
Archive

Important: If the selected source already has its own space reclaiming policy assigned, you
cannot add a new space reclaiming policy, but can edit the existing policy, following the steps

below.

In the right pane, make sure the Enabled check box is selected and specify the parameters for
file access time and size, for used space thresholds, then click Apply.

Tip: To make the source use the global space reclaiming policy set for all sources, either disable
the space reclaiming policy specified just for it by clearing the Enabled check box in the right
pane, or delete the policy by selecting it in the left pane and clicking Delete policy.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.
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To configure the processes, which can or cannot trigger retrieval of files from the
target:
1.

5 Tiges Bradge Configuiation

in the left pane and then click Process Filtering in the right pane.

o *
1 mier bridge Gaused) Tiger Dridye settings:
133 sattings
[ synehronization (Notify: 5 Minuters, Uistan: 5 Minutars )

Retrieve mode: Copy w
1 meptication poticy (2 mi | Deletn replica when sourcs fils is remeved
T} Reclaim space poficy (520 Weeks, 95 5) /| Keep replica versisng
£ Cx\Usars\Administrator\Dacumants tiger-bridge Fraserve security deseripter on syne
& Aruretiger-bridge

Allow remote shell extension

Allow partial updates
v | Enable progressive retrieval
| Enable ransomware protection
Maximum modified fles to trigger: | 600 5
Event viewer logs:

Raplicate file Move to archive
Reclaim space Retrieve file
Process filtering Apgty Cancel
L Refresh all Apply 2 Close
2. In the Process Filtering dialog, do one of the following:
L5 Process filtering *
. -

« Enter the name of a process in either the list of processes allowed to trigger the retrieving of
nearline files or in the list of processes forbidden to trigger the retrieving of nearline files and
click OK.




Configure Data Archiving
Tip: Click the + button on top of each list to place the cursor at the end of each respective list.

* Delete a process from either list and then click OK.
Tip: Click the - button on top of each list to remove the last process of the respective list.

3. Inthe Tiger Bridge Configuration, click Apply.

Configure Data Archiving

Note: Currently, Tiger Bridge supports data archiving only on cloud storage targets with the
exception of Backblaze B2 cloud storage, Wasabi cloud storage and S3-compatible targets, which
do not provide data archiving.

To enable automatic data archiving, you should configure a data archiving policy for a specific pair
of source and target. On targets, which allow third-party policies to manage the moving of data
from their hot/cool tier to the archival tier, you can use Tiger Bridge’s archive policy. Currently, the
following targets allow using Tiger Bridge’s own archiving policy:

 Microsoft Azure
* Amazon S3
* Google Cloud

Important: If you have configured Tiger Bridge to use as a target the archival tier (Amazon
S3 Glacier/Glacier Deep Archive or Azure Archive) or the storage class of the Google Cloud
bucket paired with the source is Archive, there is no need to configure archiving policy as files
from the source will be replicated directly on the archival tier. Additionally, if you want to
reclaim space on your source by replacing a replicated file with a stub, you must configure space
reclaiming policy instead. Thus, when Tiger Bridge reclaims space on your source it will replace
replicated files with offline files instead of nearline files.

On targets, which do not support third-party policies for moving of data from their hot/cool tier to
the archival tier, you can synchronize Tiger Bridge with the target’s own archiving policy and thus
let it verify when afile is moved to the archival tier and update the status of such files on the source
to offline. Currently, you can synchronize Tiger Bridge with the target's own archiving policy on
IBM Cloud Object Storage Archive and S3-compatible object storage, which supports data
archiving.

Configure Tiger Bridge Archiving Policy

Note: To see how to configure the Tiger Bridge archiving policy using the command-line interface
of Tiger Bridge, refer to “Automatic Data Archiving” on page 124.

Tiger Bridge’s archiving policy allows you to specify which files on your source must be moved to
the archival tier of the target and replaced by offline counterpart on the source. The policy uses two
parameters - minimal file size and time interval for which the file has not been accessed on the
source. For example, if you set the file size threshold to 10MB and the time interval to 2 weeks,
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Tiger Bridge will move to the archival tier all replicated files with size 10MB or above that have not
been accessed for at least 2 weeks and will replace them on the source with offline files, thus
designating that they can be retrieved only manually. By default, Tiger Bridge replaces files with
offline files only if they are bigger than 10MB and if they have not been accessed for more than 50
weeks. Tiger Bridge processes the queue of replicated files scheduled for archiving starting from the
ones, which are least recently accessed.

Note: You cannot specify a global archiving policy, valid for all targets. You can configure an
archiving policy only for a specific pair of source and target.

Important: With a NAS source, offline files are located in the control folder and not on the
network share itself. To rehydrate an offline file, you need to perform the operation on the stub
file in control folder. To learn more about data archiving on NAS sources, refer to “NAS Source
Prerequisites and Setup” on page 36.

To configure Tiger Bridge archiving policy:
1. Inthe Tiger Bridge Configuration, select the source in the left pane and then click Add policy.

2. In the Policy Type dialog, select Archive and click OK.
L3 Policy type X

Select policy type

Ol ) )
: L J L
Replicate Reclaim space Archive

‘ oK ‘ ‘ Close

Note: Archive policy is greyed out, when the target does not provide archival tier.



Configure Data Archiving
3. In the right pane, specify the minimum file size and for how long a file should not have been
accessed on the source in order to be moved to the archival tier and replaced with an offline file
and then click Apply.

(5] Tiger Bridge Configuration - O %

G i ( 3
n Tiger Bridge (paused) Tiger Bridge Archive policy:

i@:} Settings

) ~
m Synchronization (Notify: 5 Minute/s, Listen: 5 Minute/s ) Archive files not accessed for more than 50 El
ﬁ] Replication policy (1 Minute/s) and bigger than | 10 §|

L'_j‘ Reclaim space policy (520 Week/s, 95 %)
{#» C:\Users\test\Documentshtiger-bridge
!: j‘ Archive policy (50 Week/s)

&y Azureftiger-bridge

| Apply H Cancel ‘
[ Delete policy | P Resume H Refresh all H Apply all H Close |

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Synchronize Tiger Bridge with the Target’'s Own Archiving Policy

Note: Currently, you can synchronize Tiger Bridge with the target’s own archiving policy only on
IBM Cloud Object Storage Archive and S3-compatible object storage, which supports data
archiving.

On targets, which do not allow third-party policies to move data between the hot/cool tier and the
archival tier, you can synchronize Tiger Bridge with the target’s own policy by specifying at what
interval Tiger Bridge should check for files moved to the archival tier in order to update their status
on the source to offline.

You can also overwrite the target’s own archiving policy by synchronizing it with the time interval
at which Tiger Bridge checks for files moved to the archival tier. Thus, each time the target’s policy
checks for files meeting the criteria for archiving and moves them to archival tier, Tiger Bridge
checks which files have been moved and immediately changes their status to offline on your source.
For example, if you set Tiger Bridge to check for archived files every 30 days, the target’s policy will
move to the archival tier only replicated files which have not been modified on the hot/cool tier
within 30 days.
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Note: Currently, you can synchronize Tiger Bridge with the target’s own archiving policy in the

Configuration only.

To synchronize Tiger Bridge with the target’s own archiving policy:
1. Inthe Tiger Bridge Configuration, select the source in the left pane and then click Add policy.

2. In the Policy Type dialog, select Archive and click OK.
L5 Policy type

Select policy type

(1l ) )

Replicate Reclaim space Archive

Note: Archive policy is greyed out, when the target does not provide archival tier.

3. Inthe right pane, specify the time interval at which Tiger Bridge should check for files moved to
the archival tier and optionally, select the “Create corresponding Glacier Transition rule” check
box to synchronize the archiving policy of Tiger Bridge with that of the S3-compatible object
storage target, then click Apply.

(] Tiger Bridge Configuration

1 ( )
a Tiger Bridge (paused) Tiger Bridge Archive policy:
i@; Settings
ﬁ] Replication policy (1 Minute/s) Verify archive status = 30 §| after replicatien
£7» F:\Drafts
Create corresponding GLACIER Transition rule
£ F:\Final_cuts
£]
!" 7 Archive policy (30 Day/s)
(]
& S3 Compatible/bucket2

| Cancel

| Apply

Refresh all H Apply all H Close |

[/ Delete policy R
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Important: By selecting the check box you overwrite the target rule for moving files to the
archival tier, if there is such a rule already configured. If the check box is cleared, you need to
configure a transition rule in the interface of the target.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

Additional Archiving Options

With targets, which allow third-party policies for moving files from the hot/cool tier to the archival
tier, you can manually replace replicated files with offline ones on your source volume and thus free
space on it. You can also manually rehydrate files (move them from the archive to the hot/cool tier)
and allow Tiger Bridge to retrieve them from the target on demand, when a user or application
attempts to access them on the source.

On targets, which do not allow third-party policies to move files between the hot/cool tier and the
archival tier, you can manually check if the status of a replicated file on your source needs to be
changed to offline.

For more details, see “Manually Manage Data” on page 153.

You can also fine-tune your data archiving workflow by configuring several advanced settings. For
more information, refer to “Advanced Space Reclaiming and Data Archiving Settings” on page 141.

Configure Active Sync

Note: To see how to configure active sync using the command-line interface of Tiger Bridge, refer
to “Active Sync” on page 125.

Tiger Bridge’s active sync allows you to synchronize the contents of two or more sources, each on a
separate computer, through a common target. For the purpose you must pair all sources with the
same target and configure the active sync policy. The active sync mechanism operates using two
parameters - the time interval at which a source sends notifications to other sources about changes
to its content on the target, and the time interval at which a source checks for notifications from
other sources about modified content (new replicated data available, deleted content, etc.) on the
target. After a source receives a notification for updated contents from other sources, Tiger Bridge
automatically creates a nearline file for each new file replicated from other sources. Nearline files
are created on the source on demand, only upon receiving a request (by a user or application) for
access to the directory, which should contain them and each nearline file can then be retrieved
manually or automatically, should a user or application attempt to open it. You can also set Tiger
Bridge to begin retrieving new nearline files immediately after it finishes the synchronization. This
can be useful when you are synchronizing the contents of a NAS source, as data from other sources
will otherwise appear as nearline files in the NAS source’s control folder.
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Note: If you have configured Tiger Bridge to use as a target an archival tier (Amazon S3 Glacier/
S3 Glacier Deep Archive or Azure Archive), the contents of the synchronized sources is updated
with offline files instead of nearline.

You can use a global active sync policy, valid for all sources paired with the same target or you can
create a separate policy, valid only for the source it is assigned to. You can choose to enable just one
of the parameters on specific computers - thus one computer can be set to just send notifications
about changes introduced on its source, letting sources on other computers synchronize their
contents with these changes, but disable notifications from other sources paired with the same
target, thus not synchronizing its own content with the changes introduced on other sources.

Additionally, you set Tiger Bridge to keep a file’s security descriptor when it is being retrieved on
other sources. Itis advisable to enable this option only if all sources are in the same Active Directory
domain.

Toallow for the proper contents synchronization, it is advisable on all sources to set up Tiger Bridge
operation mode parameters in such a way that a file on the target is not deleted when it is retrieved
on one of the sources and also not to delete the file from the target, if it is deleted on any of the
sources. Otherwise, other sources may fail to retrieve the respective file, even though the retrieve
mode and delete mode on them are set to keep the replica. For more information, refer to
“Configure Operation Mode” on page 100.



Configure Active Sync
To configure global active sync policy:
1. Inthe Tiger Bridge Configuration, select Tiger Bridge in the left pane and then click Add sync.

2. In the right pane, do the following:

5 Tiger Bridge Configuration - o X
i idae ¢ )
a Tiger Bridge (paused) Tiger Bridge Synchronization:
&}:3 Settings
‘l__l. Synchronization (Netify: 5 Minute/s, Listen: 5 Minute/s ) Notify:
[l repication policy (1 Minutefs) Period: 5 g
* =
I.'_J Reclaim space policy (520 Week/s, 95 %) Listen:
<} C:\Users\test\Documents\tiger-bridge Period: 5 §|
@y Azure/tiger-bridge [[] Automatically restore files on the synchronized source
‘ App H Cancel ‘
[ Delete sync | P Resume H Refresh all H Apply a H Close |

« Below Notify, enter the time interval at which the computer should send notifications to other
computers about changes to its source contents and select the unit of measure in the drop-down
box beside the Period box.

« Below Listen, enter the time interval at which the computer should check for notifications from
other computers about changes in the contents of their sources and select the unit of measure in
the drop-down box beside the Period box.

Note: It is advisable to leave both the Notify and the Listen check boxes selected, when
specifying the global active sync policy.

« Select the “Automatically restore files on the synchronized source” check box, to let Tiger
Bridge begin retrieving the files immediately after contents is synchronized.

3. Click Apply.
The global active sync policy is valid for all sources, which do not have their own policy assigned.
To edit the global policy, simply select it in the left pane, edit the desired parameter and click
Apply.

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.
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To overwrite the global active sync policy for a specific source:

1. Inthe Tiger Bridge Configuration, select the source in the left pane and click Add sync.
2. In the right pane, do the following:

(5 Tiger Bridge Configuration - o x

Tiger Bridge ( d) . " -
a 'ger Bridge (pause Tiger Bridge Synchronization:

fé? Settings
.l__l' Synchronization (Notify: 5 Minute/s, Listen: 5 Minute/s ) Notify:
ﬁ] Replication policy (1 Minute/s) period: 1 §|
L,_Jx Reclaim space policy (520 Week/s, 95 %) Listen:
<) C:\Users\test\Documents\tiger-bridge Period: 1 §|
!D Synchronization (Notify: 1 Minute/s, Listen: 1 Minute/s) [] Automatically restore files on the synchronized source

<2y Azure/tiger-bridge

Apply H Cancel |

[ Delete sync ‘ P Resume H Refresh all H Apply all H Close ‘

« Below Notify, enter the time interval at which the computer should send notifications to other
computers about changes to its source contents and select the unit of measure in the drop-down
box beside the Period box.

+ Below Listen, enter the time interval at which the computer should check for notifications from
other computers about changes in the contents of their sources and select the unit of measure in
the drop-down box beside the Period box.

Note: You can disable either the Notify check box or the Listen check box for a selected source,
thus configuring this computer to only send notifications about changes to the contents at its
source side, but not letting it synchronize its source contents with changes from other sources
and vice versa. To disable active sync for this pair of source and target, disable both the Notify
and Listen check boxes.

« Select the “Automatically restore files on the synchronized source” check box, to let Tiger
Bridge begin retrieving the files immediately after contents is synchronized.

3. Click Apply.

To edit the active sync policy for this source, simply select it in the left pane, edit the desired
parameter and click Apply. To delete the policy and let the source use the global active sync
policy, select it in the left pane and then click Delete sync.



Configure Versioning

Note: By default, all automatic Tiger Bridge operations are initially paused. To resume them,
follow the steps in “Pause/Resume Automatic Tiger Bridge Operations” on page 102.

To set Tiger Bridge to preserve the files security descriptor on all sources:
1. In the left pane of the Tiger Bridge Configuration, click Settings.

(5 Tige Readge i o x
) igoe ericga toaused Tiger Aridge sattings:
153 settings
[ synchronization (Notify: 5 Minutels, Listen: 5 Minute/s ) Ratrieve mode Copy -
[ repscation posicy (1 Minutars) 7] Gelete replica when source fle Is removed
1 Reclaim space poficy (520 Week/s, 55 %) 7] Keep replica versions
£ Co\Usersh AdminictratorDocurments\tiger-brid g Priserve cecurity descriptor on syne
& Azure/tiger-bridge Allow remote shell extension
Al partial updates
/| Enable pregressiva ratrisval
/| Enable ransomware protection
Maximum modified files to trigger: | 500
Event viewer logs:
Replicate file Move to archive
Reclsim space Retrieve file
Pracass fitsring Appiy Cancsl
»> Redresh all Apply 3l Close

2. Do one of the following:

« Select the “Preserve security descriptor on sync” check box, to keep the security of all files on
each source after contents synchronization.

« Clear the “Preserve security descriptor on sync” check box, to retrieve all files without security
on each source after contents synchronization.

3. Click Apply.

Configure Versioning

By default, if a replicated file is modified on the source and is queued for replication again, the new
copy on the target overwrites the previous one. As long as your target supports versioning, you can
set Tiger Bridge to not overwrite the replica on the target and allow the versioning software to keep
each copy as a separate version.

Important: Before enabling versioning in Tiger Bridge, make sure you have enabled versioning
on your target, following the instructions of your cloud object storage provider.

When versioning is enabled, using Tiger Bridge you can retrieve from the target a specific version
of a replicated file or restore the contents of a whole folder to the latest submitted version of all files
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in it by specific time. For more information refer to “Manage Files and Folders Versions” on page
162.

Should you decide to disable versioning after it had been enabled, all versions of a specific
replicated file will be kept on the target, but you will be able to retrieve them using the target
provider's own method. Additionally, any modifications of a file on the source will overwrite only
the latest version of the file on the target and you will be able to retrieve only this version using
Tiger Bridge.

To enable/disable versioning during replication:
1. In the left pane of the Tiger Bridge Configuration, click Settings.

5 Tiges Bricg i [- IS
I e wridge (saused Tiger Bridge settings:
!@ Suttings
[ synehronization (Notify: 5 Minuters, Uistan: 5 Minutars ) Ratritve mode Copy -
1 meptication peticy (2 minuse, | Delata repiica whan source file is remeoved
T} Reclaim space p voak/ 5] /| Keep replica versisng
&> Cr\Usars\admins Fraserve security descriptor on sync
@y Azuretiger-bridge Allow remote shell extansion
allow partial updates
7] Enable progressive rotrieval
v | Enable ransomware protection
Masimum modfied fles to trigger: | 600
Event viewer logs:
Raplicate file Move to archive
Rieclaim space Retrieve e
Process filtering Apply Cancel
» Refresh all Apply all Close

2. Do one of the following:
« Select the “Keep replica versions” check box, to enable versioning.
« Clear the “Keep replica versions” check box, to disable versioning.
3. Click Apply.

Configure Operation Mode

Note: To see how to configure Tiger Bridge operation mode parameters using the command-line
interface, refer to “Operation Mode Parameters” on page 127.

There are two operation mode parameters that you can specify:
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retrieve mode — By default, Tiger Bridge is set up to keep the replica on the target when you
retrieve it on the source. You can set Tiger Bridge to remove file replica from target when it is
successfully retrieved on the source, which is useful when you want to configure the target as an
extension to your source.

delete mode — By default, when a file is deleted from the source, Tiger Bridge automatically
deletes its replica from the target as well. As long as soft delete is supported and enabled on your
target, you can restore a deleted file, following the steps in “Undelete Data on the Source” on page
160. In case your target provider does not support soft deletion of data, to ensure against accidental
deletion of valuable data, you can set Tiger Bridge to delete just the instance of the file on the
source, but keep the copy on the target. In this case, to retrieve a file deleted only from the source,
you have to manually synchronize the contents of the source and the target (see “Synchronize Data
on the Source and the Target” on page 111).

Note: When you set Tiger Bridge to delete just the instance of the file on the source, to delete it
from the target as well you should access the target and manually delete the file.

To configure retrieve mode:
1. In the left pane of the Tiger Bridge Configuration, click Settings.

€5 Tige b ion
) Tiger Bridgs (naused
'@ Settings

Tiger Aridge settings:

[ synchronization (Notify: 5 Minutels, Listen: 5 Minute/s ) Ratrieve mode Copy -
[ repscation posicy (1 Minutars) 7| Delite replica when source file Is remaved
1 Reclaim space poficy (520 Week/s, 55 %) 7] Keep replica versions

£ Co\Usersh AdminictratorDocurments\tiger-brid g Priserve cecurity descriptor on syne

& Azure/tiger-bridge Ao remote shell extension
Al partial updates
/| Enable progressive retrival

/| Enabla ransomware an

Maximum modified fles to trigger: | 600
Event viewer logs:
Replicate file Move to archive

Reclsim space Retrieve fike

Procass fiering Apply Cancal
> FRefresh all Apply 3l Close
2. In the Retrieve mode drop-down box, do one of the following:

* To let Tiger Bridge keep the replica on the target, when the file is successfully retrieved on the
source volume, select Copy.

* To let Tiger Bridge remove the replica from the target, when the file is successfully retrieved
on the source volume, select Move.
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3. Click Apply.

To configure delete mode setting:
1. In the left pane of the Tiger Bridge Configuration, click Settings.

[ Tiges Rie Conbigusstion o x
) Tiger Bridge (naused Tiger Rridge settings:
'@ Settings
[ synchronization (Notify: 5 Minutels, Listen: 5 Minute/s ) Ratrieve mode Copy -
[ repscation posicy (1 Minutars) 7] Gelete replica when source fle Is removed
1 Reclaim space poficy (520 Week/s, 55 %) 7] Keep replica versions
£ Co\Usersh AdminictratorDocurments\tiger-brid g Priserve cecurity descriptor on syne
& Azure/tiger-bridge Ao remote shell extension

Allowe partial updates
/| Enable progressive ratrisval
| Enable ransomwars protection
Maximusm modified fles to trigger: | 600 )

Event viewsr logs:

Replicate file Move to archive
Reclsim space Retrieve file
racass filering Apgly Cancal
»> Redresh all Apply all Close

2. Do one of the following:

« Select the “Delete replica when source file is removed” check box, to let Tiger Bridge remove
the replica from the target, upon deleting the file from the source volume.

« Clear the “Delete replica when source file is removed” check box, to let Tiger Bridge keep the
replica on the target, upon deleting the file from the source volume.

3. Click Apply.

Pause/Resume Automatic Tiger Bridge
Operations

By default, all automatic data lifecycle operations are initially paused and even though you may
have configured the policies for data replication, space reclaiming and archiving, Tiger Bridge does
not manage any data until you resume the operations. You can pause and resume all automatic
Tiger Bridge operations at any time, following the steps below.
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To pause/resume automatic Tiger Bridge operations:
1. In the left pane of the Tiger Bridge Configuration, click Tiger Bridge.

i Tiges Bridge Configunaticn
) Tiger Bridge
£33 settings
] meptication policy (1 Minuters)
€< \110.200.6.41T4_Sharae_75
B etrork location/1
ey WISE\WASABI_TEST_S512_75

&) wasabi/test-ceco-versioning-512

¢ Local source || 4 HAS source V) Add pelicy

2. Do one of the following:
+ To resume all automatic Tiger Bridge operations, click Resume in the taskbar.

* To pause all automatic Tiger Bridge operations, click Pause in the taskbar.

Tiger Rridge sarvice intormation:

version: 41108512 o
serial key: BAKSC- ZKMGE-TES16-PCQTD-MDSRY (]
Capacity: uriimited {used 1311 G&)
Sync: Disabled
s Tnakled
Licansa info: 5335 licenss
Usemame:  THSTSOG_tsveteln_araBatn.bg

Last update:  Success, performed on 04 Mar, 2021 16:05

Activated targets:

Tape: v
Lotal target: v
Matmerk target: '
Cloud storage: v
Avout Help

M Fause Refresh all

Monitor Data Management Statistics

Note: To see how to monitor data management statistics, using the command-line interface, refer

to “Monitor Data Management Statistics” on page 128.

Ueengs

Close
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You can view per-source statistics about the number of files managed by Tiger Bridge and their
overall size, by selecting a source in the left pane of the Tiger Bridge Configuration.

(5 Tiger Bridge Configuration - O X

Ti Bridge (| d)
n 'ger Bridge (paused) Select folder you want to replicate:

@ Settings 5]
D Synchronization (Notify: 5 Minute/s, Listen: 5 Minute/s ) “ test

ﬁl Replication policy (1 Minute/s) .qosspaces

L'_j( Reclaim space policy (520 Week/s, 85 %) 3D Objects

<> C:\Users\test\Documents\tiger-bridge AppData

!Il J Synchronization (Notify: 1 Minute/s, Listen: 1 Minute/s) Application Data

<=y Azure/tiger-bridge Contacts
Cookies
Desktop
~ Documents
My Music
My Pictures
My Videos
~ tiger-bridge

> [ e
Replicated: 0 files (0 bytes)
Nearline: 3 files (483 bytes)
Archived: 0 files (0 bytes)
(

Total managed: 3 files (483 bytes)

‘ [5) add policy || 2 Add sync Hv) Delete 5our:e| ‘ P Resume || Refresh all H Apply all || Close

The statistics field gives you the following information about data on the selected source:

Replicated — the number and overall size of files, which have copies both on the source and the
target.

Nearline — the number and overall size of files, which have copies only on the nearline tier of
the target i.e. nearline stub files.

Archived — the number and overall size of files, which have copies on the archival tier of the
target i.e. replicated files, which have copies on both the source and the archival tier as well as
offline stub files.

Total managed — the number and overall size of files Tiger Bridge has already managed as well
as of files potentially manageable by Tiger Bridge, with the exception of files in excluded locations.
You can use information in this field to calculate what part of the total storage capacity associated
with your Tiger Bridge license is used on the selected source.

Note: As long as the Tiger Bridge shell extension is installed, you can keep track of individual files’

and folders’ status in Windows Explorer. For more information, see “Manually Manage Data” on
page 153.
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The Tiger Bridge shell extension also gives you statistic about the number of files and their size on
a source or just a folder on it:

« total number of files and their size

* size and number of unprocessed, excluded, modified, pending, replicated and failed files
» number of files and their size on the disk of the source

» number of files and their size, which have been reclaimed on the source

» number of files and their size, which are on the nearline tier of the target

» number of files and their size, which are on the archival tier of the target

Note: You cannot view per-source statistics if the root of a volume is added as a source.

To view the Tiger Bridge shell extension statistics, right-click the source or a folder on it and select
Properties, then go to the Bridge tab:

SoftDel Properties *
General Sharing Security Previous Versions
H Versions Customize
Total: 13files, 134.20 MB (140,717,085 bytes)
Status

Unprocessed:  Ofiles, 0 bytes (0 bytes)

Excluded: Ofiles, 0 bytes (0 bytes)
Modified: Dfiles, 0 bytes (0 bytes)
Pending: Ofiles, 0 bytes (0 bytes)
Replicated: 13files, 134.20 MB (140,717 085 bytes)
Failed: Ofiles, 0 bytes (0 bytes)

Local Storage

On Disk: Sfiles, 132.25 MB (138,719,509 bytes)
Reclaimed: 4files, 1.91 MB {1,997.576 bytes)
Target Tier
Default: 13files, 134,20 MB (140,717,085 bytes)
Archive: Dfiles, 0 bytes (0 bytes)
Cancel App
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Note: Statistics in the Source Properties dialog are updated dynamically, allowing you to keep
track of data retrieval from the target, for example.
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Activate Tiger Bridge

You can activate Tiger Bridge using one of the following options:

« software activation key;

« software protection dongle, if such is detected;

« Software as a service (SaaS) license;

To view the activation status of Tiger Bridge on your computer:

In command prompt, execute the following:
tiercli license info

Tiger Bridge displays the activation status of the product and the targets allowed for your license.

To activate Tiger Bridge with a software activation key:

1.

To display the Tiger Bridge serial key, execute the following:
tiercli license info

Copy the serial number and in a web browser go to
https://license.tiger-technology.com.

In the home page of the licensing server, enter your order name and password in the
corresponding fields, and click Log in.

Important: The order name and the password are case sensitive.
In the Licensing Server menu, click Activate License.

Paste the serial number and click Generate Activation Key.

Copy the activation key generated for your license.

In command prompt, execute the following:
tiercli license soft <activation key>

where <activation key> is the key generated for your serial number on the Tiger
Technology licensing server.

To activate a Tiger Bridge SaaS license in command-line:

In command prompt, execute the following:
tiercli license saas <username> <password>

where <username> and <password> are the username and password for your software
subscription.
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To activate Tiger Bridge using a software protection dongle in command-line:

1.

In a web browser go to
https://license.tiger-technology.com.

In the home page of the licensing server, enter your order name and password in the
corresponding fields, and click Log in.

Important: The order name and the password are case sensitive.
Next to the dongle name in the list, click “Download lic file”.
Note: The dongle name is its number, printed on the dongle itself.

In command prompt, execute the following:
tiercli license hasp <lic_file_path>

where <lic_file_path> is the full path to the downloaded license file on your computer.

Pair Source with a Target

In the command-line interface you can set a global target, valid for all sources and overwrite the
global setting by assigning a different target for a specific source.

Pair a Source with Microsoft Azure Blob Storage Target

For more details about the parameters you need to provide when pairing a source with Microsoft
Azure Blob storage, refer to “Pair a Source with Microsoft Azure Blob Storage Target” on page 109.

To pair a source with Microsoft Azure:

1.

In command prompt, set Microsoft Azure as target, by executing the following:
tiercli config <path to source> target azure <account_name>
<account_key> <blob_endpoint>

where:

« <path to source> is the full path to the source;

« <account_name> is the name of your account for the Azure service;
« <account_key> is the key for your account for the Azure service;

* <blob_endpoint>is the URL or IP address of Azure Blob storage provider including the
protocol type you will use for access to it (http or https);

For example, to pair volume mounted as drive letter F:\ with Microsoft Azure Blob storage
accessible with storage account rwaccount and account key:
OPEKmT7v9ZHZPVvNy2HWoxhDZu6QSFwO 1 ICxam+1toPegcAyw9YoJu8suuA/
QvDPQ4WdbekaTuoDnOwmDwoZ6pg==, and the Azure Blob storage provider is accessible as
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test._blob.core.windows.net through https protocol, execute the following:
tiercli config F: target azure rwaccount
OPEkmF7v9ZHZPVvNy2HWoxhDZu6QSFwO I ICxam+1toPegcAyw9YoJu8suuA/
QvDPQ4WdbekaTuoDnOwmbwozZ6pg== https://test.blob.core.windows.net/

Note: To set Microsoft Azure as global target, valid for all sources, which are not paired with a
specific target, simply execute the above command without specifying a source:
tiercli config target azure <account_name> <account_key>
<blob_endpoint>

2. Pair the source with its container on the target, by executing the following:
tiercli config <path to source> container <container name>
For example, to pair volume “Projects” mounted as drive letter F: to a container “containerl” on
the Azure object storage, execute the following:
tiercli config F: container containerl

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the container on the Azure object storage.

3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge
doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with Amazon S3 Target

For more details about the parameters you need to provide when pairing a source with Amazon S3
object storage, refer to “Pair a Source with Amazon S3 Target” on page 110.

To pair a source with Amazon S3 object storage in the command-line interface:

1. In command prompt, execute the following:
tiercli config <path to source> target s3 <access_id> <secret_key>
<server>

where:
* <path to source> is the full path to the source;

» <access_id>isthe IAM user access key ID used for access to this server;
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» <secret_key> is the IAM user secret access key for access to this server;

» <host name> is the URL or IP address of the S3 object storage server;

Note: To use Tiger Bridge with an acceleration-enabled buckets, include “accelerate” in the
server URL as described in the Amazon documentation.

For example, to pair volume mounted as drive letter F:\ with Amazon’s web storage service
(s3.amazonaws.com), accessible with access key ID: AKIA1633L0ZJPNTZUIBA and secret
access key: Y2n1rXwda3T9yB7DEE7hRFtC6sMP83 jeecwd4L fF, execute the following:
tiercli config F: target s3 AKIA1633LOZJPNTZUIBA
Y2n1rXwda3T9yB7DEE7hRFtC6sMP83jeecwd4LfF s3.amazonaws.com

Note: To set Amazon S3 object storage as global target, valid for all sources, which are not
paired with a specific target, simply execute the above command without specifying a source:
tiercli config target s3 <access_id> <secret_key> <server>

2. Pair the source with its designated bucket on the target, by executing the following:
tiercli config <path to source> container <name of the bucket on the
S3 object storage>

For example, to pair the local volume “Projects” mounted as drive letter F:\ with S3 object
storage and replicate data in the bucket named “replicas”, execute the following:
tiercli config F: container replicas

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the bucket on the S3 object storage.

3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge

doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with IBM Cloud Object Storage Target

For more details about the parameters you need to provide when pairing a source with 1BM cloud
object storage, refer to “Pair a Source with IBM Cloud Object Storage Target” on page 111.
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To pair a source with IBM cloud object storage:

1. Incommand prompt, set IBM cloud object storage as target, by executing the following:
tiercli config <path to source> target icos <access_id> <secret_key>
<accesser IP> [alternative accesser IP] [alternative accesser IP] ...

where:

* <path to source> is the full path to the source;

» <access_id>is the Access Key ID used for access to this server;

» <secret_key> is the Secret Access Key for access to this server;

» <accesser IP>isthe URL or IP address of the main IBM cloud object storage server;

» [alternative accesser I1P] isany alternative IP address through which you can access
the server providing access to your account for the IBM cloud object storage;

Note: You can add as many alternative IP addresses for access to the IBM cloud object storage
server, keeping in mind that the main IP address for access to it must be specified first in the
command.

For example, to pair volume mounted as drive letter F:\ with an IBM cloud object storage server
accessible through main IP address 10.200.4.10 and additional IP address 10.200.4.12,
accessible with Access Key ID: AKIA1633L0OZJPNTZUIBA and Secret Access Key ID:
Y2n1rXwda3T9yB7DEE7hRFtC6sMP83jeecwd4LfF, execute the following:

tiercli config F: target icos AKIAI1633LOZJPNTZUIBA
Y2n1rXwda3T9yB7DEE7hRFtC6sMP83jeecwd4LfF 10.200.4.10 10.200.4.12

Note: To set IBM cloud object storage as global target, valid for all sources, which are not
paired with a specific target, simply execute the above command without specifying a source:
tiercli config target icos <access_id> <secret_key> <accesser IP>
[alternative accesser IP] [alternative accesser I1P] ...

2. Pair the source with its container on the target, by executing the following:
tiercli config <path to source> container <name of the bucket on the
IBM cloud object storage server>

For example, to pair volume “Projects” mounted as drive letter F:\ with an IBM cloud object
storage server and replicate data in the bucket named “replicas”, execute the following:
tiercli config F: container replicas

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the bucket on the IBM cloud object storage.

3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload
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Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge
doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with Backblaze Target

For more details about the parameters you need to provide when pairing a source with Backblaze
B2 cloud storage, refer to “Pair a Source with Backblaze Target” on page 113.

To pair a source with Backblaze B2 cloud storage:

1. In command prompt, execute the following:
tiercli config <path to source> target b2 <account_id>
<application_key>
where:

* <path to source> is the full path to the source;
» <account_id> is the Backblaze keylID, used for access to the object storage;
» <application_key> is the Backblaze application key, used for access to the object storage;

For example, to pair volume mounted as drive letter F:\ with Backblaze B2 cloud storage,
accessible with key ID: 63cd7057483d and application key:
000d6¥3065670683d6250863c0746278cbbad71771, execute the following:
tiercli config F: target b2 63cd7057483d
000d613065670683d6250863c0746278cbbad71771

Note: To set Backblaze B2 cloud storage as global target, valid for all sources, which are not
paired with a specific target, simply execute the above command without specifying a source:
tiercli config target b2 <account_id> <application_key>

2. Pair the source with its designated bucket on the target, by executing the following:
tiercli config <path to source> container <name of the bucket on the
Backblaze cloud>

For example, to pair the local volume “Projects” mounted as drive letter F:\ with Backblaze B2
cloud storage and replicate data in the bucket named “replicas", execute the following:
tiercli config F: container replicas

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the bucket on the Backblaze storage.

3. Check if all settings are correctly configured, by executing the following:
tiercli config show
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4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge

doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with S3-compatible Object Storage Target
For more details about the parameters you need to provide when pairing a source with S3-

compatible object storage, refer to “Pair a Source with S3-compatible Object Storage Target” on
page 114.

To pair a source volume with S3-compatible object storage target:

1. In command prompt, set S3-compatible object storage as target, by executing the following:
tiercli config <path to source> target s3compat <access_id>
<secret_key> <server>

where:

* <path to source> is the full path to the source;

» <access_id> is the user access key ID used for access to this server;

» <secret_key> is the user secret access key for access to this server;

» <server>isthe URL or IP address of the S3-compatible object storage server;

For example, to pair volume mounted as drive letter F:\ with a provider of S3-compatible object
storage accessible through IP address 10.200.6.30, access key ID: AKIA1633L0OZJIPNTZUIBA
and secret access key ID: Y2n1rXwda3T9yB7DEE7hRFtC6sMP83jeecwd4L fF, execute the
following:

tiercli config F: target s3compat AKIAI633LOZJPNTZUIBA
Y2n1lrXwda3T9yB7DEE7hRFtC6sMP83jeecwd4LfF 10.200.6.30

Note: To set S3-compatible object storage as global target, valid for all sources, which are not
paired with a specific target, simply execute the above command without specifying a source:
tiercli config target s3compat <access_id> <secret_key> <server>
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2. Pair the source with its container on the target, by executing the following:
tiercli config <path to the source> container <name of the bucket on
the S3-compatible object storage>
For example, to pair a volume “Projects” mounted as drive letter F:\ to an S3-compatible object
storage and replicate data in the bucket named “replicas”, execute the following:
tiercli config F: container replicas
Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the bucket on the S3-compatible object
storage.
3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge
doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with BlackPearl Object Storage Target

For more details about the parameters you need to provide when pairing a source with Spectra
BlackPearl Deep Storage Gateway, refer to “Pair a Source with BlackPearl Object Storage Target”
on page 115.

To pair a source with BlackPearl object storage:

1. In command prompt, set BlackPearl object storage as target, by executing the following:
tiercli config <path to source> target blackpearl <access_id>
<secret_key> <endpoint>

where:

* <path to source> is the full path to the source;

» <access_id>is the Access Key ID used for access to the BlackPearl server;
» <secret_key> is the Secret Access Key for access to the BlackPearl server;
» <endpoint>is the URL or IP address of the BlackPearl server;

For example, to pair volume mounted as drive letter F:\ with a BlackPearl object storage server
accessible through IP address 10.200.6.30, Access Key ID: AKIA1633L0ZJPNTZUIBA and
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Secret Access Key ID: Y2n1rXwda3T9yB7DEE7hRFtC6sMP83jeecwd4L fF, execute the
following:

tiercli config F: target blackpearl AKIAI1633L0OZJPNTZUIBA
Y2n1rXwda3T9yB7DEE7hRFtC6sMP83jeecwd4LfF 10.200.6.30

Note: To set BlackPearl object storage as global target, valid for all sources, which are not
paired with a specific target, simply execute the above command without specifying a source:
tiercli config target blackpearl <access_id> <secret_key> <endpoint>

Pair the source with its container on the target, by executing the following:
tiercli config <path to source> container <name of the bucket on the
BlackPearl object storage>

For example, to pair a volume “Projects” mounted as drive letter F:\ to a BlackPearl object
storage and replicate data in a bucket named “replicas”, execute the following:
tiercli config F: container replicas

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the bucket on the BlackPearl object storage.

Check if all settings are correctly configured, by executing the following:
tiercli config show

To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge
doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with Coeus Target

For more details about the parameters you need to provide when pairing a source with Coeus
managed digital content library, refer to “Pair a Source with Coeus Target” on page 76.

To pair a source with Coeus target:

1.

In command prompt, set Coeus as target of a particular source, by executing the following:
tiercli config <path to source> target era <username> <password>
“<share path>;<archive folder>;<address>;<port>;<APl Key>"

where:
* <path to source> is the full path to the source;

 <username> is user name with which you can access the Coeus share on the network;
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» <password> is the password with which you can access the Coeus share on the network;

« <share path> is the path to the Coeus share on your network;

» <archive folder> isthe name of the archive folder of the specified Coeus account;
» <address> is the Coeus address;

» <port> is the port through which the Coeus library is accessible;

* <API Key> isthe API key with which the Coeus library is accessible

For example, to pair volume mounted as drive letter F:\ with a Coeus target accessible as share
\\server\coeusl with user name “test”, password “coeuspassword123”, the archive folder name
is “wip”, the Coeus library address is “10.24.17.141”, the port through which it is accessible is 99
and the API key for access to it is “96dae217960124398ck676e2c6543140”, execute the
following:

tiercli config F: target era test coeuspasswordl23 \\server\coeusl
“wip;10.24.17.141;99;96dae218960144398ch676e2c6543140™

2. To pair the source with the watch folder on the Coeus library, execute the following:
tiercli config <source path> container “<watch folder>"
where:

* <path to source> is the full path to the source;
« <watch folder> is the name of the watch folder associated with your Coeus account;

For example, to pair volume mounted as drive letter F:\ with a Coeus watch folder “incoming”,
execute the following:
tiercli config F: container ‘“incoming”

3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge

does not automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.
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Pair a Source with a Network Share Target

For more details about the parameters you need to provide when pairing a source with SMB/CIFS,
refer to “Pair a Source with a Network Share Target” on page 118.

To pair a source with a network share:

1.

In command prompt, set a network share as target, by executing the following:
tiercli config <path to source> target network <sharepath> <username>
<password>

where:
* <path to source> is the full path to the source;
» <sharepath> is the full path to the SMB/CIFS network share;

* <username> is the name of the account that has Read & Write permissions to the network
share;

» <password> is the password of the account that has Read & Write permissions to the network
share;

Note: As no credentials for access are required for NFS shares, execute the command without
specifying username and password, like this:
tiercli config <path to source> target network <sharepath> "' """

For example, to pair volume mounted as drive letter F:\ with a SMB/CIFS network share
accessible as \\server\share using the following credentials for access to the share - account
name: rvaccount and account password: roeaccountpassword, execute the following:
tiercli config F: target network \\server\share rwaccount
rwaccountpassword

Important: The path to the share must be provided without a final backslash.

Important: If the account for access to the SMB share is an Active Directory domain account,
you must specify it with its full domain name. For example, user@domain.com.

Note: To set the network share as global target, valid for all sources, which are not paired with
a specific target, simply execute the above command without specifying a source:
tiercli config target network <sharepath> <username> <password>

Pair the source with its designated container on the network share, by executing the following:
tiercli config <path to source> container <name of the folder on the
network share>

For example, to pair volume “Projects” mounted as drive letter F: to a network share and
replicate data in the folder “backup® on the network share, execute the following:
tiercli config F: container backup

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source, changing the name of the folder on the network share.
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Check if all settings are correctly configured, by executing the following:
tiercli config show

To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge
doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Pair a Source with a Local Volume Target

For more details about the parameters you need to provide when pairing a source with a local
volume target, refer to “Pair a Source with a Local Volume Target” on page 119.

To pair a source with a local volume target:

1.

In command prompt, set a local volume as target, by executing the following:

tiercli config <path to source> target local set

For example, to pair volume “Projects” mounted as drive letter F: with a local volume target,
execute the following:

tiercli config F: target local set

Note: To set a local volume as a global target, valid for all sources, which are not paired with
a specific target, simply execute the above command without specifying a source:

tiercli config target local set

Pair the source with its designated container on the target volume, by executing the following:
tiercli config <path to source> container <full path to the folder on
the target>

For example, to pair volume “Projects” mounted as drive letter F: with the folder “Projects” in
the root of the NTFS volume mounted as drive letter G:, execute the following:

tiercli config F: container G:\Projects

Note: If you want to pair other source volumes with the same target, repeat the step above
for each new source volume, changing the name of the folder on the target volume.

. Check if all settings are correctly configured, by executing the following:

tiercli config show

. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute

the following:
tiercli config reload
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Important: Until you specify the list of included/excluded locations on the source, Tiger Bridge
doesn’t automatically manage any data on the source. For information refer to “Refine the List of
Automatically Managed Locations” on page 120.

Note: Until you specify data lifecycle management parameters, Tiger Bridge uses the default
global data replication policy for all pairs of source and target. For more information, see
“Configure Automatic Data Replication” on page 83.

Refine the List of Automatically Managed
Locations

Note: For more information about specifying included and excluded locations on your source(s),
refer to “Refine the List of Automatically Managed Locations” on page 84.

When refining the list of automatically managed locations through the command-line interface,
you should keep in mind that the list is valid for all sources and as long as at least one included/
excluded location is already specified, all other locations not included in the list are not
automatically managed, except if they are locations on sources paired with a target through the
Tiger Bridge Configuration.

Important: Each time you want to update the list of included/excluded locations, you should
specify the full list anew.

To specify a list of included and excluded locations:

1. To configure the list of included locations on all sources, from which data should be
automatically managed, execute the following:
tiercli config include <path to source><path to a subfolder on the
source> ...
Important: You must add all included locations using one command. For the purpose
separate each added location with a space. Issuing the command anew will overwrite the
previous setting.
For example, to add to the list of included locations the root of source volume F: and the folder
“Data” in the root of source volume G:, execute the following:
tiercli config include F:G:\Data

Tip: To clear the included locations list and start configuring it anew, execute the following:
tiercli config include “*

2. To configure the list of excluded locations on all sources, from which data should not be
automatically managed, execute the following:
tiercli config exclude <path to source><path to a subfolder on the
source> ...
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Important: You must add all excluded locations using one command. For the purpose
separate each added location with a space. Issuing the command anew will overwrite the
previous setting.

For example, to add as excluded locations the root of source volume H: and the folder “Drafts”,

which is subfolder of the folder “Data” in the root of source volume G:, execute the following:
tiercli config exclude H: G:\Data\Drafts

Tip: To clear the excluded locations list and start configuring it anew, execute the following:
tiercli config exclude ““

3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Automatic Data Replication

To learn more about Tiger Bridge’s automatic data replication mechanism, refer to “Configure
Automatic Data Replication” on page 83.

To configure automatic data replication:

1. To configure global replication policy, execute the following:
tiercli config policy replicate <period>
Where <period> can be the desired period in seconds (s), minutes (m), hours (h), days (d),
weeks (w).

For example, to specify that Tiger Bridge should replicate data only after it has not been
maodified for 36 hours, execute the following:
tiercli config policy replicate 36h

2. (optional) To overwrite the global replication policy for a specific source, execute the following:
tiercli config <path to source> policy replicate <period>

For example, to specify that data from source volume mounted as drive letter E: should be

replicated only after it has not been modified for one day, execute the following:
tiercli config E policy replicate 1d

3. Check if all settings are correctly configured, by executing the following:
tiercli config show

4. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

121



122

Get Started with Tiger Bridge Using the Command-line Interface
Space Reclaiming

To learn more about Tiger Bridge’s automatic space reclaiming mechanism, refer to “Configure
Space Reclaiming” on page 86.

To configure automatic space reclaiming:

1. To enable space reclaiming, execute the following:
tiercli config policy reclaimspace turn on

Note: To disable space reclaiming for all source volumes, execute the following:
tiercli config policy reclaimspace turn off

2. To configure for how long a replicated should not have been accessed in order to be replaced by
a nearline file, execute the following:
tiercli config policy reclaimspace age <period>

Where <period> can be the desired period in seconds (s), minutes (m), hours (h), days (d),
weeks (w).

For example. to specify that Tiger Bridge should replace files with nearline files only after they
have not been accessed for 36 hours, execute the following:
tiercli config policy reclaimspace age 36h

3. To configure what is the minimal size of a file for it to be replaced by a nearline file, execute the
following:
tiercli config policy reclaimspace size <size>

Where <size> is the size in bytes (b), KB (k), MB (m), GB (g), TB (t).

For example. to specify that Tiger Bridge should replace files with nearline files only if they are
bigger than 1GB, execute the following:
tiercli config policy reclaimspace size 1g

4. To configure what used space on the source volumes should be reached for Tiger Bridge to
trigger space reclaiming, execute the following:
tiercli config policy reclaimspace minused <percent>

Where <percent> is just the percent value without the % sign.
For example, to specify that Tiger Bridge should begin replacing files with nearline counterparts

once used space on the source volumes reaches 65%, execute the following:
tiercli config policy reclaimspace minused 65

5. To configure what used space on the source volumes should be reached for Tiger Bridge to
trigger space reclaiming of all replicated files regardless of their size and last access time,
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execute the following:
tiercli config policy reclaimspace maxused <percent>

Where <percent> is just the percent value without the % sign.

For example, to specify that Tiger Bridge should begin replacing all files with nearline
counterparts once used space on the source volumes reaches 85%, execute the following:
tiercli config policy reclaimspace maxused 85

6. To limit the processes, which trigger the retrieval of a nearline file from the target, execute one
of the following:

« to specify the processes allowed to trigger the retrieving of nearline files, execute the following:
tiercli config global whiteproc <process> ... <process>

Where <process> is the full name of the process with its extension.
Note: To specify more than one process, list all processes separating them with a space.

For example, to specify that only Microsoft Paint and AutoCAD can trigger the retrieving of a
nearline file that they are attempting to open/read, execute this:
tiercli config global whiteproc mspaint.exe acad.exe

« to specify the processes, which cannot trigger the retrieving of nearline files, execute the
following:
tiercli config global blackproc <process> ... <process>

Where <process> is the full name of the process with its extension.
Note: To specify more than one process, list all processes separating them with a space.

For example, to specify that only Windows Explorer and Eset NOD32 antivirus cannot trigger
the retrieving of a nearline file that they are attempting to open/read, execute this:
tiercli config global blackproc explorer.exe nod32.exe

7. Check if all settings are correctly configured, by executing the following:
tiercli config show

8. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

To overwrite the space reclaiming policy for a specific source:
Simply execute the command for a given parameter, including the drive letter of the source, for
which you want to overwrite it.

For example, to specify that files on source volume mounted as drive letter E: must be replaced
by nearline files when their size is equal to or bigger than 350MB, execute the following:
tiercli config E policy reclaimspace size 350m
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Note: You cannot overwrite the parameter specifying which processes can trigger the retrieving
of a nearline file from the target for a specific volume.

Automatic Data Archiving

Note: Currently, Tiger Bridge lets you configure data archiving in the command-line interface only
on Microsoft Azure and Amazon S3 Glacier targets.

To learn more about Tiger Bridge's automatic data archiving mechanism, refer to “Configure Data
Archiving” on page 91.

To configure Tiger Bridge archiving policy in the command-line interface:

1. To enable archiving of data on the source, execute the following:
tiercli config <path to source> policy archive turn on

Note: To disable archiving for the source, execute the following:
tiercli config <path to source> policy archive turn off

2. To configure for how long a replicated file should not have been accessed in order to be replaced
by an offline file, execute the following:
tiercli config <path to source> policy archive age <period>

Where <period> can be the desired period in seconds (s), minutes (m), hours (h), days (d),
weeks (w).

For example, to specify that on source volume mounted as drive letter D Tiger Bridge should
replace replicated files with offline counterparts only after they have not been accessed for 36
hours, execute the following:

tiercli config D policy archive age 36h

3. To configure what is the minimal size of a file for it to be replaced by an offline file, execute the
following:
tiercli config <path to source> policy archive size <size>

Where <size> is the size in bytes (b), KB (k), MB (m), GB (g), TB (t).

For example. to specify that on source volume mounted as drive letter D Tiger Bridge should
replace replicated files with offline counterparts only if they are bigger than 1GB, execute the
following:

tiercli config D policy archive size 1g

4. Check if all settings are correctly configured, by executing the following:
tiercli config show

5. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload
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Active Sync

To learn more about Tiger Bridge’s active sync mechanism, refer to “Configure Active Sync” on
page 95.

To configure global active sync policy:

1. To configure whether the policy will use just the notify parameter, just the listen parameter or
both, execute the following:
tiercli config sync mode <parameter>

where <parameter> can be one of the following:

« listen - the computer will just receive notifications about updated contents from other
computers.

« notify - the computer will only notify other computers about updates, but will not update its
source with changes from them.

« both - the computer will synchronize the contents with changes from other computers and will
send notifications about changes made by itself.

For example, to specify that the global replication policy on the computer will operate using both
the notify and listen parameters, execute the following:
tiercli config sync mode both

2. Toconfigure at what interval sources should send naotifications about changes to their contents,
execute the following:
tiercli config sync notify <period>

Where <period> can be the desired period in seconds (s), minutes (m), hours (h), days (d),
weeks (w).

For example, to specify that each source should send out notification to other sources every
hour, execute the following:
tiercli config sync notify 1lh

3. To configure at what interval sources should receive notifications from other sources about
changes in their contents, execute the following:
tiercli config sync listen <period>

Where <period> can be the desired period in seconds (s), minutes (m), hours (h), days (d),
weeks (w).

For example. to specify that each source should check for notifications from other sources every
50 minutes, execute the following:
tiercli config sync listen 50m

4. To configure whether Tiger Bridge should begin retrieving new nearline files immediately after
it finishes the synchronization, do one of the following:
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« Toset Tiger Bridge to automatically retrieve a newly created nearline file on the source, execute
the following:
tiercli config sync autorestore on

« To disable automatic retrieval of newly created nearline files once sources’ contents are
synchronized, execute the following:
tiercli config sync autorestore off

5. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Note: To disable the global active sync policy, execute the following and reload the configuration:
tiercli config sync mode off

To overwrite the global active sync policy for a source:

1. To configure whether the policy will use just the notify parameter, just the listen parameter or
both, execute the following:
tiercli config <path to source> sync mode <parameter>

where <parameter> can be one of the following:

« listen - the computer will just receive notifications about updated contents from other
computers.

» notify - the computer will only notify other computers about updates, but will not update its
source with changes from them.

* both - the computer will synchronize the contents with changes from other computers and will
send notifications about changes made by itself.

For example, to specify that the active sync policy for source D:\source will operate using just
the notify parameter, execute the following:
tiercli config d:\source sync mode notify

2. Toconfigure at what interval the source should send notifications about changes to its contents,
execute the following:
tiercli config <path to source> sync notify <period>

Where <period> is the desired period in seconds (s), minutes (m), hours (h), days (d), weeks

(w).

For example, to specify that source volume mounted as drive letter E: should send out
notification to other sources every hour, execute the following:
tiercli config E: sync notify 1h
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3. To configure at what interval the source should receive notifications from other sources about
changes to their contents, execute the following:
tiercli config <path to source> sync listen <period>

Where <period> can be the desired period in seconds (s), minutes (m), hours (h), days (d),
weeks (w).

For example. to specify that source volume mounted as drive letter E: should check for
notifications from other sources every 50 minutes, execute the following:
tiercli config E: sync listen 50m

4. To configure whether Tiger Bridge should begin retrieving new nearline files immediately after
it finishes the synchronization, do one of the following:

« Toset Tiger Bridge to automatically retrieve a newly created nearline file on the source, execute
the following:
tiercli config <path to source> sync autorestore on

« To disable automatic retrieval of newly created nearline files once sources’ contents are
synchronized, execute the following:
tiercli config <path to source> sync autorestore off

5. To reload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Note: To disable the active sync policy for this source and use the global policy instead, execute

the following:
tiercli config <path to source> sync mode off

Operation Mode Parameters

To learn more about the operation mode in which Tiger Bridge can operate, refer to “Configure
Operation Mode” on page 100.

To specify the retrieve mode settings:
Do one of the following:
« To let Tiger Bridge keep the replica on the target, when the file is successfully retrieved on the

source volume, execute the following:
tiercli config global resmode copy

* To let Tiger Bridge remove the replica from the target, when the file is successfully retrieved
on the source volume, execute the following:
tiercli config global resmode move
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To specify the delete mode settings:
Do one of the following:

* To let Tiger Bridge remove the replica from the target, upon deleting the file from the source,
execute the following:
tiercli config global delmode on

* To let Tiger Bridge keep the replica on the target, upon deleting the file from the source ,
execute the following:
tiercli config global delmode off

Monitor Data Management Statistics

Note: To see how to monitor data management statistics, using the Tiger Bridge Configuration,
refer to “Monitor Data Management Statistics” on page 103.

Using the command-line interface of Tiger Bridge you can view the following statistics about the
number and overall size of files Tiger Bridge manages:

Not processed — data with unknown status at the moment of the statistics report.

Excluded — the number and overall size of files, which are omitted by automatic Tiger Bridge
operations.

Failed — the number and overall size of files, which Tiger Bridge has failed to automatically
manage.

Pending — the number and overall size of files, queued for automatic Tiger Bridge management.

Replicated — the number and overall size of files, which have copies both on the source and the
target.

Nearline — the number and overall size of files, which have copies only on the nearline tier of
the target i.e. nearline stub files.

Archived — the number and overall size of files, which have copies on the archival tier of the
target i.e. replicated files, which have copies on both the source and the archival tier as well as
offline stub files.

Total managed — the number and overall size of files Tiger Bridge has already managed as well
as of files potentially manageable by Tiger Bridge, with the exception of files in excluded locations.
You can use information in this field to calculate what part of the total storage capacity associated
with your Tiger Bridge license is used on the selected source.



Disable Tiger Bridge
To view data management statistics per source:
In command prompt, execute the following:
tiercli op info <full path to source>

Note: To view data management statistics about a specific file or folder, execute the command
providing the full path to that file/folder. For example, to view data management statistics
about folder “Projects” on volume F, added as a source location, execute the following:
tiercli op info f:\projects

Disable Tiger Bridge

You can disable Tiger Bridge at any time without uninstalling it. Keep in mind that once you disable
Tiger Bridge, you will not be able to retrieve any nearline or offline files from the target either on
demand or manually. To enable Tiger Bridge again, you will have to configure all parameters anew.

To disable Tiger Bridge:
In command prompt, execute the following:

tiercli config disable
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Manage Advanced Settings
To let you fine-tune your workflow with Tiger Bridge, you can manage the following advanced
settings:

+ general advanced settings:

« enable and configure ransomware protection (see “Enable and Configure Ransomware
Protection” on page 132).

« enable or disable remote usage of the Tiger Bridge shell extension (see “Enable/Disable
Remote Shell Extension Access” on page 134).

« enable or disable the display of Tiger Bridge shell extension icon overlays (see Command
Prompt“Enable/Disable Shell Extension Icon Overlays” on page 135).

« specify proxy server to be used by Tiger Bridge for access to Amazon S3 and Microsoft Azure
targets (see “Specify Proxy Server Settings” on page 136).

« specify for how long Tiger Bridge should wait on startup for the file system scan before
beginning to perform data lifecycle management operations (see steps on page 136)

« disable NFS locking on the Tiger Bridge computer to allow using NFS shares as target (see
steps on page 137)

« settings that optimize data replication (see “Advanced Data Replication Settings” on page 138)

« settings that optimize space reclaiming and/or data archiving (see “Advanced Space Reclaiming
and Data Archiving Settings” on page 141)

» manage Tiger Bridge logs (see steps on page 149)

General Advanced Settings

Enable and Configure Ransomware Protection

To prevent replication of files, which have been encrypted on your source due to ransomware
attack, Tiger Bridge provides you with a fail-safe setting, which automatically pauses replication,
once specific conditions are present. As ransomware attacks usually result in encryption of as many
files as possible, Tiger Bridge lets you specify the maximum number of already replicated files,
queued for replication, because they have been modified on the source. When the number of
modified files queued for re-replication reaches the threshold you have specified, Tiger Bridge
automatically pauses all its operations and logs this in the Windows Event Viewer. You can then
delete the encrypted files (if there are any), retrieve from the target their unencrypted copies, and
then resume normal operations.
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You should keep in mind that this setting protects only already replicated data and prevents Tiger
Bridge from overwriting a healthy copy on the target with an encrypted version. Tiger Bridge
cannot prevent a ransomware attack on your source.

By default, when you enable Tiger Bridge’s ransomware protection, the maximum number of files
triggering the protection mechanism is 600. You can change this number depending on your
specific workload calculations. You can use the statistics about modified files per source provided
by the Tiger Bridge shell extension as a starting point (see “Monitor Data Management Statistics”
on page 103). You should also keep in mind that:

« the maximum number of files, which triggers the protection mechanism, is valid for each
configured source i.e. the workload on one source may differ from that on another.

« a replicated file, which has been modified on the source is replicated again once it meets the

replication policy criteria, but is added to the Tiger Bridge queue immediately after it has been
modified on the source i.e. the longer the time interval in the replication policy, the bigger the
chance that healthy files stay in the queue, waiting to be replicated anew.

You can disable Tiger Bridge’s ransomware protection mechanism at any time, thus guaranteeing
that no matter how many replicated files are queued to be re-replicated, automatic Tiger Bridge
operations are never paused.

To enable and configure the ransomware protection mechanism:
1. In the left pane of the Tiger Bridge Configuration, click Settings.
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2. Inthe right pane, select the “Enable ransomware protection” check box and in “Maximum
modified files to trigger” enter the desired number.
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3. Click Apply.

To disable Tiger Bridge’s ransomware protection mechanism:
1. In the left pane of the Tiger Bridge Configuration, click Settings.
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2. Inthe right pane, clear the “Enable ransomware protection” check box and then click Apply.

Enable/Disable Remote Shell Extension Access

You can install the Tiger Bridge shell extension as a standalone component on a remote computer
and thus allow users with administrative privileges to perform manual Tiger Bridge operations on
a NAS source or on a local source exported as an SMB share. To be able to use the shell extension
from a remote computer, a Tiger Bridge administrator must enable remote shell extension access.
You can enable and disable the remote shell extension access run-time. Should you disable it while
a user is accessing the source, the shell extension commands will become unavailable immediately
until you enable the access again.

Important: Disabling the remote shell extension access only prevents users from executing the
commands in the Tiger Bridge context menu in Windows Explorer, but does not restrict their access
to data on your source.
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To enable/disable remote shell extension access:
1. In the left pane of the Tiger Bridge Configuration, click Settings.
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2. In the right pane, do one of the following:

« select the “Allow remote shell extension” check box to enable the execution of shell extension
commands from remote computers.

« clear the “Allow remote shell extension” check box to prevent users on remote computers from
executing Tiger Bridge shell extension commands on files on your source.

3. Click Apply.

Enable/Disable Shell Extension Icon Overlays

By default, as long as the Tiger Bridge shell extension is installed, when browsing a source in
Windows Explorer, Tiger Bridge displays the icons of files and folders with an overlay showing you
their status. For more information about the icon overlays, refer to “Manage Data Through the
Shell Extension” on page 154. As you can access a source simultaneously from multiple computers
using the remote shell extension, it is possible the amount of requests for files and folders status to
burden performance and lead to delays in displaying the icon overlays. A workaround to this
problem is to disable the display of icon overlays on the computers that do not need to manually
manage data on the source.

To enable/disable the display of Tiger Bridge icon overlays for a computer:
1. Start the Registry Editor.
Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
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2.

Navigate to:
HKEY_CURRENT_USER\SOFTWARE\Tiger Technology\tiger-bridge\tier_shellext\settings

Right-click in the right pane and select New | DWORD (32-bit) Value.

Rename the new REG_DWORD value to:
enable_overlay

Right-click the enable_overlay value and select Modify.

Do one of the following:

« to set Tiger Bridge to display icons overlay, change the value to 1 and click OK.

« to set Tiger Bridge to prevent the display of icons overlay, change the value to 0 and click OK.

Restart the computer.

Specify Proxy Server Settings

You can let Tiger Bridge access Amazon S3 and Microsoft Azure targets using a proxy server,
already set up on your network.

To specify proxy server settings:

1.

In command prompt, execute the following:
tiercli config global proxy <server:port> <username> <password>

where:

<server:port> isthe proxy server IP address and the port through which it will access the
targets;

<username> is the user name with which for authentication on the proxy server;
<password> is the password used for authentication on the proxy server;

Note: If your proxy server does not require authentication, enter empty values in quotation
marks for the user name and password. For example, if your proxy server has IP address
10.200.9.16 and communication with the targets will go through port 3128, execute the
following:

tiercli config global proxy 10.200.9.16:3128 “» “~

Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Set Startup Scan Wait Time

On startup Tiger Bridge scans the file systems of the source volumes it manages to determine what
data on them needs to be processed. By default, Tiger Bridge is set to wait until this scan finishes,
before beginning with data lifecycle management operations, thus ensuring maximum precision of
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the scheduled file operations. On source volumes with much data this scan may take significant
time and you can set up Tiger Bridge to reduce this wait time before the scan finishes.

To set Tiger Bridge startup scan wait time:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

3. Right-click in the right pane and select New | String Value.

4. Rename the new REG_SZ value to:
step_ready wailt_time

5. Right-click the step_ready_wait_time value and select Modify.
6. Do one of the following:

« to set Tiger Bridge to wait until the startup scan finishes completely, change the value to 0 and
click OK.

« enter the time in seconds, for which Tiger Bridge should wait before beginning to process data
and click OK.

7. Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Disable NFS Locking on the Tiger Bridge Computer

For Tiger Bridge to use an NFS share as a target, NFS locking must be disabled. The steps below
demonstrate how disable it on the Tiger Bridge computer as long as it runs services for NFS. For
steps on disabling NFS locking using a third-party solution, refer to their documentation.
Important: If you have added a network share source, be it an SMB or an NFS share, Tiger
Bridge automatically disables NFS locking on the computer and the change takes effect once the

computer is restarted. In this case there is no need to disable NFS locking following the steps
below.

To disable NFS locking on the Tiger Bridge computer:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Users\
Default\Mount
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3. Right-click in the right pane and select New | DWORD Value.

4. Rename the new DWORD value to:
Locking

5. Right-click the Locking value and select Modify.
6. Do the following:

« In Value data, enter O.

« In Base, select Hexadecimal.

« Click OK.
7. Restart the Tiger Bridge computer.

Advanced Data Replication Settings

The advanced data replication settings, which you can manage, include:
« specify the minimum size of a file for it to be replicated (see steps on page 138)

« allow only the modified parts of afile to be re-replicated instead of replicating the whole file again
(see steps on page 139)

« change the number of parallel threads run by Tiger Bridge when replicating files to the target (see
steps on page 140)

« replicate file's data and metadata to different containers/buckets (see steps on page 140)

Minimum File Size for Replication

By default, the only criteria for queuing a file for replication is for how long this file have not been
modified. You can also set Tiger Bridge to queue for replication only files whose size is above a given
threshold, thus ignoring small files like log files, for example.

Note: The minimum file size for replication setting is valid only for files scheduled for automatic
replication. Should you manually replicate a file with size below this minimum, this file will be
replicated.

To specify minimum file size for it to be replicated:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

3. Right-click the replication_min_Tfilesize value and select Modify.
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4. Do one of the following:

« to set Tiger Bridge to replicate any file regardless of its size, change the value to 0 and click OK.

« to set Tiger Bridge to schedule for automatic replication only files with size above the one you
specify, enter the minimum file size in bytes and click OK.

For example, to set Tiger Bridge to replicate only files whose size is above 100MB, enter
104857600 and click OK.

5. Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Enable Partial File Updates

By default, when an already replicated file is modified on the source and needs to be replicated
again, Tiger Bridge replicates the whole file on the target. By enabling partial file updates, you let
Tiger Bridge overwrite on the target just the parts of the file, which have been modified. Keep in
mind that currently, partial file updates are supported only on Microsoft Azure, Backblaze B2 cloud
storage, Amazon S3 object storage, Wasabi and IBM COS targets and on local volume source. Even
if you enable it on other targets or on a NAS source, Tiger Bridge replaces the whole file and not
just the modified parts of it.

To enable/disable partial file updates:
1. In the left pane of the Tiger Bridge Configuration, click Settings.
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2. In the right pane, do one of the following:
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« Select the “Allow partial updates” check box, to let Tiger Bridge upload on the target only the
modified parts of an already replicated file.

« Clear the “Allow partial updates” check box, to replicate anew the whole file each time it is
modified on the source.

3. Click Apply.

Set Number of Parallel Threads during Data Replication

By default, Tiger Bridge replicates files using four threads. You can increase or decrease the
number of parallel threads in order to increase the replication speed, keeping in mind that using
too many threads may hamper the performance of the Tiger Bridge computer.

To set the number of parallel threads during data replication:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

3. Right-click the work_threads_count value and select Modify.

4. Enter the number of threads that Tiger Bridge should use when replicating data to the target and
click OK.

5. Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Replicate File’s Metadata to a Different Bucket/
Container

With Amazon S3, Microsoft Azure and all S3-compatible targets you can configure Tiger Bridge to
replicate files’ data and metadata to different buckets/containers of the same target.

Note: Currently, you cannot benefit from separating the replication of a file’s data and metadata
on IBM cloud object storage target, if you have configured Tiger Bridge to work with the
Accelerated Archive storage class.

With Amazon S3 target, this can be instrumental when you want to use Amazon S3 immutable
storage. By configuring Tiger Bridge to replicate only files’ data to the bucket configured with
Amazon S3 Object Lock, you will ensure that each modification of the file on the source is uploaded
as a new version and that no user can delete it by deleting the copy on the source, as the metadata
is stored in another bucket. For the purpose, you must designate another bucket for storing just
replicated files’ metadata.
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To configure a separate bucket/container for replication of a file’s metadata:

1. In Command Prompt, execute the following:
tiercli config <source> meta <bucket name> [access_id] [access_key]

where:
» <source> is the full path to the source;

 <bucket_name> is the name of the bucket/container, designated for storing metadata from
this source;

optional parameters, if the credentials for access to the bucket differ from the credentials for
access to the bucket/container designated for replicated data:

» [access_id] isthe access key ID for access to the S3 or S3-compatible storage or the account
name used for accessing your Azure Blob storage;

* [access_key] is the secret key for access to the S3 or S3-compatible storage, or the account
key for access to the Azure Blob storage;

2. Repeat the above step for each source whose metadata should be replicated to a separate
bucket/container.

3. Toreload the updated configuration and allow Tiger Bridge to use it without a restart, execute
the following:
tiercli config reload

Advanced Space Reclaiming and Data Archiving
Settings

The advanced space reclaiming and data archiving settings, which you can manage, include:

« specify whether a file should be retrieved from the target each time a user or application attempts
to open it (default behaviour) or only when you manually retrieve it through Tiger Bridge (see steps
on page 142)

« specify whether an offline file can be rehydrated only manually (default behaviour) or can be
automatically triggered by attempting to open it on the source, in which case it will be automatically
rehydrated and then retrieved. Also specify the processes, which can trigger automatic rehydration
and retrieval of offline files. See steps on page 142.

« specify whether an application can begin reading a file before it has been fully retrieved from the
target (see steps on page 144)

« specify whether Tiger Bridge should retrieve the whole file, when a user or application attempts
to access it or just the portion of the file, which is being currently read (see steps on page 145)

S
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« specify the timeout after which a file retrieve operation should be considered unsuccessful (see
steps on page 146)

« change the space reclaiming policy parameter from file access time to file modification time (see
steps on page 147)

« specify whether Tiger Bridge should show the actual size of a nearline/offline file or the size of the
replicated file it replaces (see steps on page 147)

« specify nearline/offline file head and tail size (see steps on page 148)

Retrieve Nearline Files Behaviour

By default, Tiger Bridge is set up to automatically retrieve a nearline file from the target each time
a user or application accesses it. You can change this default behaviour and specify that nearline
files should be retrieved from the target only when a manual retrieve operation is executed through
the command-line interface or the shell extension of Tiger Bridge.

To specify file retrieve behaviour:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

3. Right-click the active_restore string value and select Modify.
4. Do one of the following:

« to set Tiger Bridge to automatically retrieve a nearline file, when a user or application accesses
it, change the value to 1 and click OK.

« to set Tiger Bridge to retrieve a nearline file, only if manual retrieve operation is executed from
the command-line interface or the shell extension, change the value to O and click OK.

5. Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Configure Offline Files Rehydration Behaviour

By default, when you want to retrieve an offline file, you must first manually rehydrate it to the hot/
cool tier of the target and only after that retrieve it on the source either manually or automatically.

You can change this behaviour and allow the automatic rehydration and consequent retrieval of the
file, when a user or application attempts to open the offline file on the source. For the purpose you

must configure the following string values in the Tiger Bridge registry:



Advanced Space Reclaiming and Data Archiving Settings

« active_restore_rehydrate_always_update_tier - specifies whether Tiger Bridge should check the
tier of the target, on which afile is located. By default, this setting is disabled. Enabling it is
indispensable, when you want to enable automatic rehydration on targets, like FujiFilm object
archive, which do not notify Tiger Bridge when they move a file to their archive.

« active_restore_rehydrate - specifies whether Tiger Bridge should automatically rehydrate and
then retrieve an offline file on the source.

Additionally, you can configure the processes, which can trigger the process of automatic
rehydration of offline files as long as it is enabled. By default, all processes are allowed to rehydrate
a file from the archive. You can disable automatic rehydration by specifying that no process can
trigger it. You can also specify which processes are allowed to trigger automatic rehydration or
which ones cannot trigger it.

To enable/disable automatic rehydration of offline files:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

3. Right-click the active_restore_rehydrate_always_update_tier string value and
select Modify.

4. Do one of the following:

« to set Tiger Bridge to check the actual tier of the target a file is located on, change the value to
1 and click OK.

« to prevent Tiger Bridge from checking the actual tier of the target a file is located on, change
the value to 0 and click OK.

5. Right-click the active_restore_rehydrate string value and select Modify.
6. Do one of the following:

« to set Tiger Bridge to automatically rehydrate and then retrieve a file from the archival tier of
the target when a user or an application attempts to open an offline file on the source, change
the value to 1 and click OK.

« to prevent Tiger Bridge from automatically rehydrating and retrieving offline files, when a user
or an application attempts to open them on the source, change the value to 0 and click OK.

7. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc
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To specify the processes allowed to trigger automatic rehydration of offline files:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

. Navigate to:

HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

. Right-click the active_restore_rehydrate_process_Tfi lter string value and select

Modify.

. Do one of the following:

« to allow any process to trigger the automatic rehydration of files, change the value to ! and click
OK.

« to prevent any process from triggering the automatic rehydration of files, leave the value empty
and click OK.

« to specify which processes can trigger the automatic rehydration of files, enter their names,
starting and ending the list with a colon and separating each name with a colon, then click OK.

Tip: For example, to specify that only Microsoft Paint and AutoCAD can trigger the automatic
rehydration of files, enter the following:
:mspaint.exe:acad.exe:

« to specify the processes which cannot trigger automatic rehydration of files, enter their names,
starting the list with an exclamation mark followed by a colon, separating each process name
with a colon and ending the list with a colon, then click OK.

Tip: For example, to specify that any process except Microsoft Paint and AutoCAD can trigger
the automatic rehydration of files, enter the following:
I:mspaint.exe:acad.exe:

. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc

Partial File Retrieve Behaviour

By default, when retrieving a file from the target, you can begin reading it before it is fully retrieved.
Tiger Bridge allows you to change this behavior and let an application begin reading afile only after
it has been fully retrieved on the source.

To specify partial file retrieve behaviour:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
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2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\TiIger Technology\tiger-bridge\tiersvc\settings

3. Right-click the active_restore_partial string value and select Modify.
4. Do one of the following:

« to set Tiger Bridge to allow reading a nearline file, only when it has been fully retrieved, change
the value to O and click OK.

« to set Tiger Bridge to allow reading a nearline file, when just a part of it has been retrieved only,
change the value to 1 and click OK.

5. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc

Enable Progressive File Retrieval

By default, when retrieving a file from the target on demand i.e. when an application attempts to
open its stub counterpart on the source, Tiger Bridge starts retrieving data from the offset
requested by the application (with most application this is the beginning of the file) and
consecutively retrieves the rest, unless you close the file before reading it to its end. You can disable
the progressive retrieval of data and configure Tiger Bridge to retrieve only the portion of the file,
which is currently being read by the application as long as the respective application supports
reading only portions of a file.

Important: For progressive file retrieval to work, partial file retrieval must not be disabled. For
more information, see “Partial File Retrieve Behaviour” on page 144.
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To enable/disable progressive file retrieval:
1. In the left pane of the Tiger Bridge Configuration, click Settings.
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2. In the right pane, do one of the following:
« Select the “Enable progressive retrieval” check box, to let Tiger Bridge retrieve the whole file.

« Clear the “Enable progressive retrieval” check box, to let Tiger Bridge retrieve just the portion
of the file, which is currently being read.

3. Click Apply.

Set File Retrieve Timeout

When a user or application opens a nearline file on the source, Tiger Bridge attempts to retrieve it
from the target before a specified timeout elapses. If no data begins retrieving before the timeout
elapses, Tiger Bridge displays an error. If data begins retrieving, the timeout is reset, until data
retrieval is halted or the file is fully retrieved on the source. By default, the timeout is set to 60
seconds. You can change the value of the timeout, thus adjusting it to the response time of your
target and the connection to it.

Note: When the target cannot be reached or there is another problem, the timeout is not taken
into consideration and Tiger Bridge displays an error.

To set the fixed timeout value for successfully retrieving a file:
1. Start the Registry Editor.
Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
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2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\TiIger Technology\tiger-bridge\tiersvc\settings

3. Right-click the active_restore_timeout value and select Modify.
4. Enter the fixed timeout value in seconds and click OK.
For example, to set the fixed timeout value to 2 minutes, enter 120 and click OK.
5. Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Set Reclaim Space Criteria Parameter

By default, one of the parameters for replacing a replicated file with a stub file in order to reclaim
space is for how long this file has not been accessed. To let you fine tune your workflow, Tiger
Bridge allows you to change this parameter of the space reclaiming policy to the time interval for
which a file has not been modified on the source.

Important: If you set Tiger Bridge to use the file modification time as space reclaiming policy
criteria, in both the Tiger Bridge Configuration and the command-line interface use the file last
access time to specify the value.

To change the space reclaiming policy file timestamp parameter:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\TiIger Technology\tiger-bridge\tiersvc\settings

3. Right-click the reclaim_space_time_type value and select Modify.
4. Do one of the following:

« to use the file access time as parameter, change the value to 0 and click OK.

« to use the file modification time as parameter, change the value to 1 and click OK.
5. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc
Set Stub File Allocation Size Display Option

By default, when you request to view the actual size of a nearline or an offline file on the source
volume, Tiger Bridge displays the actual size of the original file it has replaced. You can set Tiger
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Bridge to display the actual size of the nearline/offline file instead, keeping in mind that using this
option may disturb the workflow of some applications.

To set stub file allocation size display option:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
2. Navigate to:

HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings
3. Right-click the stub_show_actual_size value and select Modify.

4. Do one of the following:

« to set Tiger Bridge to display the allocation size of the original file instead of the actual size of
the stub file, change the value to 0 and click OK.

« to set Tiger Bridge to display the actual size of the stub file, change the value to 1 and click OK.

5. Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

Set Nearline File Head and Tail Sizes

By default, nearline files keep none of the original file’s data or metadata and take no space on the
source volume. Because of this, it is possible a nearline file to be retrieved from the target simply
because Windows Explorer, for example, attempts to read the supplemental data placed in the
header of the nearline file (with some file types this information may also be stored in the end of a
file). To prevent needless retrieving of nearline files, you can set Tiger Bridge to keep the beginning
and/or the end of nearline files, specifying the size of respectively the head and the tail of the file.
Thus, if the specified size is enough to hold the information from the header of a file, upon
requesting to read it, Windows Explorer will not trigger the retrieving the original file from the
target. With most file types a head/tail size of 64KB would be sufficient to include the information
from the file header. Keep in mind that by specifying head and/or tail size, you automatically
increase the size of each nearline file on your source volume with the sum of the head/tail sizes.

To set nearline file head size:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\TiIger Technology\tiger-bridge\tiersvc\settings

3. Right-click the stub_sparse_head_size value and select Modify.
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4. Enter the file head size in KB and click OK.

5. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc

To set nearline file tail size:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Tiger Technology\tiger-bridge\tiersvc\settings

3. Right-click the stub_sparse_tail_size value and select Modify.
4. Enter the file tail size in KB and click OK.
5. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc

Manage Tiger Bridge Logs

Tiger Bridge can log most events related to its operations, using a standard Windows output
console like DebugView, for example. You can set Tiger Bridge to output its logs as files in the
Windows Event Viewer. You can find a detailed description of the logs generated by Tiger Bridge
in “Appendix: Tiger Bridge Logs” on page 173.

Important: It is advisable to keep track of the amount of log files generated by Tiger Bridge, in
order to avoid running out of disk space.

Tiger Bridge logs all target/source connectivity events, additionally you can set it to create logs for
the following events:

« afile is replicated
« afile is replaced with a nearline/offline file
« anearline file is retrieved from the target

« the status of a directory is changed (replicated, nearline, offline)

Manage Tiger Bridge Logs in the Configuration

The Tiger Bridge Configuration lets you specify which of the following events should be output as
logs in Windows Event Viewer:
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« afile is replicated

« afile is replaced with a nearline/offline file

+ a nearline file is retrieved from the target

To configure Tiger Bridge logs in the Configuration:
1. Inthe left pane of the Tiger Bridge Configuration, click Settings and then do one of the following

in the right pane:
5 Tiges Bricge Configusatios [- IS
I e wridge (saused Tiger Dridge settings:
!@ Suttings
[ synehronization (Notify: 5 Minuters, Uistan: 5 Minutars ) Ratritve mode Copy -
] nepscation ey (1 | Delata repiica whan source fils is remeved
T} Reclaim space pos 5 %) /| Keep replica versisng
¥ Cr\Usars\Administrator\Dacumants tiger-bridga Praserve security descriptor on syne
@y Azuretiger-bridge Allow remote shell extansion
allow partial updates
7| Enable progressive retrieval
v | Enable ransomware protection
Maximum modified fles to trigger: | 600
Event viewer logs:
Raplicate file Move to archive
Rueclain space Retrieve fle
Process filtering Apply Cancel
» Refresh all Apply all Close

« Select the check box of an operation, to let Tiger Bridge output logs for it in Windows Event
Viewer.

« Clear the check box of an operation, to prevent Tiger Bridge from outputting logs for it in
Windows Event Viewer.

2. Click Apply.

Manage Tiger Bridge Logs in the Registry

To enable/disable Tiger Bridge logging on each file replicate operation:
1. Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.

2. Navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\TiIger Technology\tiger-bridge\tiersvc\settings

3. Right-click the log_replicate value and select Modify.
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Do one of the following:

« To enable Tiger Bridge logging, change the value to 1 and click OK.
* To disable Tiger Bridge logging, change the value to O and click OK.
Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc

To enable/disable Tiger Bridge logging on replace with a nearline/offline file
operation:

1.

Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
Right-click the 1og_reclaim_space value and select Modify.

Do one of the following:

« To enable Tiger Bridge logging, change the value to 1 and click OK.

« To disable Tiger Bridge logging, change the value to 0 and click OK.

Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

To enable/disable Tiger Bridge logging on file retrieve operation:

1.

Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
Right-click the 1og_restore value and select Modify.

Do one of the following:

« To enable Tiger Bridge logging, change the value to 1 and click OK.

« To disable Tiger Bridge logging, change the value to O and click OK.

Restart the Tiger Bridge service, by executing the following in Command Prompt:
*net stop tiersvc

*net start tiersvc

To enable/disable Tiger Bridge logging on directory status change:

1.

Start the Registry Editor.

Tip: To start Registry Editor, on the Start menu click Run and in the dialog type regedit.
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2. Right-click the log_dir_status value and select Modify.

3. Do one of the following:
« To enable Tiger Bridge logging, change the value to 1 and click OK.
* To disable Tiger Bridge logging, change the value to O and click OK.
4. Restart the Tiger Bridge service, by executing the following in Command Prompt:

*net stop tiersvc

*net start tiersvc
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Manually Manage Data
Using the shell extension or the command-line interface of Tiger Bridge you can manually manage
data in the following ways:

« perform data lifecycle management operations on separate files or whole folders. For more
information, see “Perform Manual Tiger Bridge Operations” on page 154.

« synchronize the contents of a source or just a folder on it with the contents of the target. For more
information, see “Synchronize Data on the Source and the Target” on page 159.

« undelete deleted files on the source. For more information, see “Undelete Data on the Source” on
page 160.

* restore a selected version of a replicated file on the source or restore the contents of a whole folder
to the last committed version of all files in it by a selected point in time. For more information, see
“Manage Files and Folders Versions” on page 162.

Perform Manual Tiger Bridge Operations

Initiating a Tiger Bridge operation manually always takes precedence over the automatically
scheduled tasks. That means that if you choose to manually replicate files through the shell
extension or the command-line interface, for example, the execution of the operation will begin

immediately and will pause the automatic replication queue that is being processed at the moment.

Important: With a NAS source, stub files are located in the control folder and not on the network
share itself. To perform a manual operation on a stub file (retrieve a nearline file or rehydrate an
offline file), you need to perform it on the stub file in control folder. To learn more, refer to “NAS
Source Prerequisites and Setup” on page 36.

Manage Data Through the Shell Extension

Tiger Bridge is integrated with Windows Explorer and displays files and folders subject to
replication, space reclaiming and/or archiving with separate icons.
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File icons:

Perform Manual Tiger Bridge Operations

Large icon Small icon Description

R

L

Folder icons:

This is a replicated file, which has a copy on both the source volume and the
target.

This is a nearline file, pointing to the actual file, which exists only on the
target. A nearline file can be automatically retrieved whenever a user or
application attempts to open it on the source.

This is an offline file, pointing to the actual file, which exists only on the
archival tier of the target. An offline file can be retrieved only manually,
through Tiger Bridge. When you retrieve an offline file, it is first rehydrated
to an intermediate tier of the target and only after that is retrieved on the
source. Optionally, you can choose to rehydrate an offline file i.e. make it
nearline, which allows its automatic retrieval when a user or application
attempts to open it on the source.

Tiger Bridge is currently performing a data lifecycle management operation
on the file. Wait until the operation finishes for the file icon to change.

Large icon Small icon Description

Ny

All files in the folder are replicated. Some of the replicated files may be re-
placed with nearline or offline counterparts.
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Large icon Small icon Description

The folder contains only nearline files.

Note: When the retrieve mode of Tiger Bridge is set to move (see
“Configure Operation Mode” on page 100), this folder icon designates
that the folder contains at least one nearline file.

j' The folder contains at least one offline file.
Tiger Bridge is currently performing data lifecycle management operations
on data in the folder. Wait until the operation finishes for the folder icon to
l change.
fe 3
Tiger Bridge is currently scanning the contents of the folder and is unable to
display its status.

To perform data lifecycle management operations through the Tiger Bridge shell
extension:

Note: The respective commands are available only to files/folders to which they apply i.e. you
cannot issue the “Reclaim space” command for a nearline file, for example.

1. In Windows Explorer, right-click the file/folder you want to manage.

2. (for access from remote computer) In the context menu, under Tiger Bridge click Remote
Monitoring and enter the IP address of the Tiger Bridge computer and the local path of the
source you are accessing. For more information, refer to “Tiger Bridge Shell Extension” on page
10.

3. In the context menu, do one of the following:

« Select “Tiger Bridge | Replicate” to replicate the selected file or all files in the selected folder on
the target.
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* Select “Tiger Bridge | Reclaim space” to replace the selected replicated file or all replicated files
in the selected folder with nearline file(s), pointing to the actual replicas on the target.

* Select “Tiger Bridge | Move to archive” to move the selected replicated file or all replicated files
in the selected folder from the hot/cool tier to the archival tier on the target and on the source
replace with offline file(s), pointing to the actual replicas on the target.

Note: On targets, which do not support third-party policies for moving files between the hot/

cool and the archival tiers, this command only performs a check for files moved to the archival
tier and if such files are found, updates their status to “offline” on the source.

« Select “Tiger Bridge | Rehydrate from archive” to change the status of an offline file to nearline
i.e. to move a file from the archival tier of the target to the hot/cool tier.

Note: This command is not available on targets, which do not support third-party policies for
moving files between the hot/cool and the archival tiers.

* Select “Tiger Bridge | Retrieve data” to retrieve from the target the selected nearline/offline file
or all nearline/offline files in the selected folder.

Note: Before retrieving an offline file on the source, the file is first rehydrated on an
intermediate tier of the target. Retrieving a file from the target is possible only if there’s enough
free space on the volume.

Manage Data Through the Command-line Interface

You can perform the following manual data lifecycle management operations through the Tiger
Bridge command-line interface:
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action:

command:

show file/folder lifecycle status

tiercli op info <path to file/
folder on source volume>

replicate a file/folder to the target

tiercli op replicate <path to
file/folder on source volume>

replace a replicated file with a nearline file. When you
perform this command for a whole folder, all files in it
are replicated and replaced by nearline files.

tiercli op offline <path to file/
folder on source volume>

retrieve a nearline/offline file from the target. When you
perform this command for a whole folder, all nearline/
offline files in it are retrieved from the target.

tiercli op restore <path to file/
folder on source volume>

Note: To preserve the last access time of
the retrieved file(s), execute the command
adding —p before the path to the file/folder:
tiercli op restore -p <path to
File/folder on source volume>

delete a file or folder from the source volume.

tiercli op delete <path to file/
folder on source volume>

rehydrate an offline file, changing its status to nearline.

tiercli op move_hot <path to
file/folder on source volume>

move a nearline or offline file from the hot or archival tier
of the target to the cool tier (Azure Cool, Amazon
Standard-1A, Google Cloud Nearline, for example).

tiercli op move_cool <path to
file/folder on source volume>

replace a replicated file on the source volume with an
offline file.

tiercli op move_archive <path to
file/folder on source volume>

display the status of the currently performed data
lifecycle operation

tiercli op status <path to file/
folder on source volume>

abort the currently performed data lifecycle operation

tiercli op abort <path to file/
folder on source volume>

display a list of all queued data lifecycle operations.

tiercli op list <path to file/
folder on source volume>

check if the replica of a nearline/offline file is available
on the target.

tiercli op avail <path to file/
folder on source volume>

show the content of a selected replicated folder on the
target

tiercli op target_enum <path to
folder on source volume>

pause a manually initiated data lifecycle operation

tiercli op pause <path to file/
folder on source volume>

To execute any of the above operations you should specify the full path to the file/folder on the
source volume. For example, to manually replicate file “Schedule” in the folder “Schedules” on
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source volume F, execute the following:
tiercli op replicate F:\Schedules\Schedule

Synchronize Data on the Source and the Target

As means of disaster recovery, Tiger Bridge offers you the possibility to synchronize the contents
of the source with the target. Thus, in case a replicated file has no nearline or offline counterpart
on the source volume, Tiger Bridge automatically creates it as a stub file after synchronizing the
contents with the target.

Note: If versioning is enabled and there is more than one version of a file on the target, Tiger
Bridge restores the version, which has been last used on the source i.e. this may not be the latest
version of the file.
You can choose to synchronize the contents of the current directory on the source only or to execute
the command recursively, also synchronizing all data in all subfolders.
Important: With a NAS source, you need to synchronize the contents of the control folder and
the target. The missing files appear as nearline or offline files in the control folder and a
placeholder file with .reclaimed extension is created in the source. To retrieve the file on the

NAS source, you need to perform the respective operation on the nearline/offline file in the
control folder.

To synchronize source and target contents through the shell extension:

1. In Windows Explorer, right-click the folder, whose contents you want to synchronize with the
target.

2. In the context menu, do one of the following:

« To synchronize just the contents of the folder with the target, select “Tiger Bridge | Synchronize
with Target”.

« To synchronize the contents recursively i.e. the contents of the selected folder and the contents
of all its subfolders, select “Tiger Bridge | Synchronize Recursively”.

To synchronize source and target contents through the command-line interface:
1. In command prompt, do one of the following:

« To synchronize just the contents of a folder on a source with the target, execute the following:
tiercli op sync <path to folder on the source>

For example, to synchronize the content of the folder “Projects” in the root of the source volume
mounted as drive letter F:, execute the following:
tiercli op sync F:\Projects
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« To synchronize the contents recursively - the specified folder on a source and all its subfolders,
execute the following:
tiercli op sync -r <path to folder on the source>

For example, to synchronize the content of the folder “Projects” in the root of the source volume
mounted as drive letter F: and all data in its subfolders, execute the following:
tiercli op sync -r F:\Projects

2. To check the progress of the synchronization operation, execute the following:
tiercli op status

Undelete Data on the Source

Note: Currently, undeleting files is supported only on cloud storage targets except on Google
Cloud. To benefit from the undelete feature, versioning (Amazon S3 and S3-compatible targets)
or soft-delete (Azure target) must be enabled.

Tiger Bridge provides you with two methods for recovering accidentally deleted data from your
source. Ifyou have configured Tiger Bridge’s delete mode to keep the file replica on the target, even
if itis deleted on the source, you can easily recover the deleted file by synchronizing the contents of
its parent folder with the contents on the target (for more information, refer to “Synchronize Data
on the Source and the Target” on page 159).

In case Tiger Bridge’s delete mode is configured to delete the file replica from the target as soon as
it is deleted from the source, your only means to recover an accidentally deleted file is to undelete
it, following the steps below. Once you undelete a file, it appears on your source as a nearline or
offline file, which you can then retrieve manually, through Tiger Bridge or on demand, by
attempting to open it.

Important: To undelete a file from a NAS source, you need to perform the operation in its control
folder.



Undelete Data on the Source
To undelete data on the source through the shell extension:
1. In Windows Explorer, right-click the folder, containing the file you want to undelete.

2. In the context menu, select “Tiger Bridge | Undelete”.

The Undelete Files dialog lists all files deleted from the selected folder and having copies on the
target.

) Undelete Files X
C:\Users\Administrator \Documents \tiger-bridge a5 Total objects: 3 files
test bt Total size: 12.8 KB (13,158 bytes)
test_9 - Copy (2). et
...... . mmm. tt
Selected objects: 3 files
Selected size: 12.8 KB (13,158 bytes)
Undelete Close

Processing finished.

3. Browse to and select a file in the list, then click Undelete.

Note: To undelete all files in a folder or a sub-folder, select it in the left pane and click
Undelete.

The undeleted files appear on your source as nearline or offline files, which you can retrieve
manually or on demand.

Important: Undeleted files from a NAS source appear as nearline or offline files in the control
folder and a placeholder file with .reclaimed extension is created in the source. To retrieve the

file on the NAS source, you need to perform the respective operation on the nearline/offline file
in the control folder.

To undelete data on the source through the command-line interface:

In command prompt, execute the following:
tiercli op sync -u <dir_path>

Where <dir_path> is the full path to the directory on the source, whose deleted files you want
to undelete. For example, to undelete all deleted files from the directory “Projects”, which is in
the root of volume mounted with drive letter F and added as a source, execute the following:
tiercli op sync -u F:\Projects

Tiger Bridge undeletes all deleted files in the selected folder as long as they have a copy on the
target. The undeleted files appear on your source as nearline or offline files, which you can
retrieve manually or on demand.
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Important: Undeleted files from a NAS source appear as nearline or offline files in the control
folder and a placeholder file with .reclaimed extension is created in the source. To retrieve the
file on the NAS source, you need to perform the respective operation on the nearline/offline file
in the control folder.

Manage Files and Folders Versions

As long as versioning is enabled on your cloud storage target and also in Tiger Bridge, following the
steps in “Configure Versioning” on page 99, you can restore on your source any specific version of
areplicated file as well as delete a specific version from the target. When providing you with the list
of available versions for a file to select from, Tiger Bridge gives you information about the size of
each version, the modification time and the specific tier on target the respective version is stored
on:

the version of the file is stored on the tier for frequently accessed data (Azure Hot, Amazon
S3 Standard, etc.)

the version of the file is stored on the tier for infrequently accessed data (Azure Cool,
Amazon S3 Standard -1A, etc.)

the version of the file is stored on the archival tier of the target (Azure Archive, Amazon S3
Glacier, etc.)

To help you manage versions more efficiently, Tiger Bridge allows you to analyze the contents of a
whole folder on your source using a selected point in time as a starting point. The analysis gives you
information not only about the total number of files with versions in the folder and the overall size
of all versions on the target, but also about the number and size of versions replicated before the
selected date and time, and the number and size of file versions, replicated on the target after the
selected date and time. With this information in mind, Tiger Bridge then allows you to:

« Delete any selected or all older versions of a file from the target, discarding them as obsolete and
thus freeing space on the target. In case the deleted version of a file is the one to which the file on
the source is actually linked (i.e. the one that would normally be retrieved, if you attempt to open
it), Tiger Bridge automatically links the file to the newest version on the target.

« Delete any selected or all newer versions of a file from the target, discarding them as obsolete and
thus freeing space on the target. Newer versions of a file can be considered obsolete, if, for example,
they are encrypted versions, replicated on the target after your source has suffered a ransomware
attack. In case the deleted version of afile is the one to which the file on the source is actually linked
(i.e. the one that would normally be retrieved if you attempt to open it), Tiger Bridge automatically
links the file to the last version on the target, which has been submitted before the selected date and
time. In case the deleted version of the file is the only version of the file, it is deleted from both the
source and the target, but you can undelete it from the source, as long as a copy is still available in
a snapshot on the target.
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* Restore the version of one or all files in the folder to the last submitted version before the selected
date and time. When performing this operation you also can select to automatically retrieve on the
source each restored version and also to add the restored version as the newest copy on the target.

Important: You can manage the versions of files/folders on a NAS source in its control folder.
The restored version of a file is automatically retrieved on the NAS source.

To restore a specific version of a file:
1. In Windows Explorer, right-click the file and select Properties.

2. Inthe Properties dialog, select the Versions tab.

Tiger Bridge lists all available versions of the file in descending order, starting with the newest
one. The icon of each version designates the tier on the target it is stored on and the version
currently stored on the source is displayed with a check mark.

Image.bmp Properties X
General Classification Security
Details Versions Previous Versions
M Previous versions of the file stored on the target

File: C:\Source‘Image bmp

Versions:

Date Modffied Size
£ 20200602 / 14:52:49 7.72MB

& 2020-06-02 / 14:51:18 260MB

20200602 / 14:50:19 260MB

2020-06-02 / 14:48:23 222MB
2020-06-02 / 14:47.48 1.08 MB
2020-06-02 / 14:47:03 1.08 MB
Delete Restore
Cancel Aoply

3. Select a file version in the list and click Restore.
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To delete a specific version of a file:
1. In Windows Explorer, right-click the file and select Properties.

2. In the Properties dialog, select the Versions tab.

Tiger Bridge lists all available versions of the file in descending order, starting with the newest
one. The icon of each version designates the tier on the target it is stored on and the version
currently stored on the source is displayed with a check mark.

Image.bmp Properties X
General Classification Security
Details Versions Previous Versions
=] Previous versions of the file stored on the target

File: C:A\SourceImage bmp

Versions:

Date Modfied Size
9 20200602 / 14:52:49 772 MB
20200602 7 14:51:18 260MB
A 20200602 / 14:50:19 2E60MB
2020-06-02 / 14:48:23 222MB
2020-06-02 / 14:47.48 1.08 MB
2020-06-02 / 14:47:03 1.08 MB

Delete Restore

Cancel boply

3. Select afile version in the list and click Delete to delete it from the target.

Note: If you delete the version, which is currently stored on your source i.e. the one with a
check mark in its icon, the file on the source is automatically linked to the newest version of the
file on the target. You cannot delete a version of a file, if it is the only version on the target.

To analyze the contents of a folder:
1. In Windows Explorer, right-click the folder and select Properties.
2. In the Properties dialog, select the Versions tab.

3. Select the desired date and time in the Timestamp boxes and then click Analyze Content.
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Note: Depending on the number of files in the folder and their size the analysis may take time.
Keep track of the progress bar below, to make sure Tiger Bridge has gathered complete

information.

General
Bridge

Folder:

Timestamp:

Progress:

Total:
Versions:
Newer:
Chbsolete:

Different:

Mewer...

tiger-bridge Properties

Sharing Security Previous Versions
Wersions Customize Classification

Manage previous versions of the folder content
stored on the tanget

C:AUsers\Administrator Documents \tiger-bridge

9/12/2020 Dv| | 44556 PM 5

—————

Ifiles, 363 bytes (363 bytes)

10 versions, 15.0 KB (15,342 bytes)
3 versions, 2.5 KB (3.002 bytes)

2 versions, 193 bytes (193 bytes)
2files, 250 bytes (250 bytes)

Obsolete... Timestamp Restoration...

QK Cancel Apply

s

Tiger Bridge gives you the following information:

« Total - the total number of files on the source and their size

« Versions - the number of overall file versions and their size on the target.

+ Newer - the number of file versions, which were replicated on the target after the selected date

and time as

well as their size on the target.

* Obsolete - the number of file versions, which were stored on the target before the selected date

and time as

well as their size on the target.

« Different - the number of files and their size, which will be changed on the source, if you decide
to restore the state of the folder to the state it had on the selected date and time.
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To restore files in a folder to their state before selected date and time:
1. In Windows Explorer, right-click the folder and select Properties.

2. In the Properties dialog, select the Versions tab.

3. Select the desired date and time in the Timestamp boxes and then click Analyze Content.
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Note: Depending on the number of files in the folder and their size the analysis may take time.
Keep track of the progress bar below, to make sure Tiger Bridge has gathered complete
information.

tiger-bridge Properties X
General Sharing Security Previous Versions
Bridge Versions Customize Classification

Manage previous versions of the folder content
stored on the tanget

Folder: C:\Users\AdministratorDocuments \tiger-bridge
Timestamp: | 9/12/2020 @ | |44s56Pm |2

Progress:  |E—

Total: Iiles, 363 bytes (363 bytes)
Versions: 10 versions, 15.0 KB (15,342 bytes)
MNewer: 3 versions, 2.9 KB (3,002 bytes)
Obsolete: 2 versions, 193 bytes (153 bytes)
Differert:  2files, 250 bytes (250 bytes)

MNewer.... Obsolete... Timestamp Bestoration...

QK Cancel Apply

4. Click Restore Timestamp.

Tiger Bridge displays a dialog, listing all files, whose current version on the source is different
from the version, replicated before the selected date and time. It also gives you information
about the size of the current version on the source and the date the last version has been
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replicated as well as about the size and date of the version, which will be restored against the
selected timestamp.

[ Different files against timestamp: 2020-09-12/22:20:13 X
~ C:Wsers\Administrator \Documents \tiger -bridge |5 Total snapshot objects: 2 files
Selected objects: 1filles
test.txt
Current total size: 305 bytes (805 bytes)
Last version: 2020-09-12/22:21:53

Total size at timestamp: 161 bytes (161 bytes)
Version at imestamp: ~ 2019-06-07/11:09:43

[ Automatically retrieve files after restoration
] Apply version change also on the target

I | Restore Selecton Close

5. Do one of the following:

« In the left pane of the dialog, select a folder, to restore all its files to their version, replicated
before the selected timestamp.

« Browse to and select a file, to restore its version to the one, replicated before the selected
timestamp.

6. Select whether to automatically retrieve on the source each file, whose current version differs
from the one, which will be restored.

7. Select whether the version, which will be restored on the source should be added as a newest
version on the target.

8. Click Restore Selection.

To delete obsolete versions of files in a folder:
1. In Windows Explorer, right-click the folder and select Properties.

2. Inthe Properties dialog, select the Versions tab.

3. Select the desired date and time in the Timestamp boxes and then click Analyze Content.

167



Manually Manage Data

Note: Depending on the number of files in the folder and their size the analysis may take time.
Keep track of the progress bar below, to make sure Tiger Bridge has gathered complete

information.
tiger-bridge Properties X
General Sharing Security Previous Versions
Bridge Wersions Customize Classification

Manage previous versions of the folder content
stored on the tanget

Falder: C:AUsers\Administrator Documents \tiger-bridge

Timestamp: | 9/12/2020 Dv| |-1:45;55 PM 5

Progress:

Total: files, 363 bytes (363 bytes)
Versions: 10 versions, 15.0 KB (15,342 bytes)
Mewer: 3 versions, 2.9 KB (3,002 bytes)
Obsolete: 2 versions, 193 bytes (153 bytes)
Different:  Zfiles. 250 bytes (250 bytes)

Mewer... Obsolete... Timestamp Restoration...

oK Cancel Apply

168
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Tiger Bridge displays a dialog, listing all versions of a file, which have been replicated before the
selected time and date, giving you information about the size of each version as well as about the

total size of all versions.

WsersWAdministrator \Documents\tger-bridge'es
test, tut

7Y 2020-09-12/16:45:56

~RFY 2020-09-12{16:42:20

LAY 2020-09-12/16:42: 20

) Obsolete versions against timestamp: 2020-08-12/16:45:59

Total objects:
Total versions:

Total size:

Selected objects:
Selected versions:

Selected size:

Delete Selection

1 files
3 versions

132 bytes (132 bytes)

1 files
3 versions
132 bytes (132 bytes)

X

Close

5. Do one of the following:

« Select a whole folder, to delete all versions of all its files, which have been replicated before the

selected date and time.

« Select a file, to delete all its versions, which have been replicated before the selected date and

time.

« Select a file version, to delete just this version of the file.

Important: If you are deleting the version of a file, to which the current file on the source is
pointing, the file will automatically be linked to the newest version on the source. If you are

attempting

6. Click Delete Selection.

To delete newer versions of files in a folder:
1. In Windows Explorer, right-click the folder and select Properties.

2. Inthe Properties dialog, select the Versions tab.

3. Select the desired date and time in the Timestamp boxes and then click Analyze Content.
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Note: Depending on the number of files in the folder and their size the analysis may take time.
Keep track of the progress bar below, to make sure Tiger Bridge has gathered complete

information.
tiger-bridge Properties X
General Sharing Security Previous Versions
Bridge Wersions Customize Classification

Manage previous versions of the folder content
stored on the tanget

Falder: C:AUsers\Administrator Documents \tiger-bridge

Timestamp: | 9/12/2020 Dv| |-1:45;55 PM 5

Progress:

Total: files, 363 bytes (363 bytes)
Versions: 10 versions, 15.0 KB (15,342 bytes)
Mewer: 3 versions, 2.9 KB (3,002 bytes)
Obsolete: 2 versions, 193 bytes (153 bytes)
Different:  Zfiles. 250 bytes (250 bytes)

Mewer... Obsolete... Timestamp Restoration...

oK Cancel Apply
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4, Click Newer.

Tiger Bridge displays a dialog, listing all versions of a file, which have been replicated after the
selected time and date, giving you information about the size of each version as well as about the

total size of all versions.

Manage Files and Folders Versions

) Newer versions against timestamp: 2020-09-12/16:45:39

Users\Administrator\Documents \tiger-bridge 65 Total objects:

=] test. tut Total versions:
&7Y 2020-09-12/15:54:28 o —
7Y 2020-09-12/15:48:30 '
7Y 2020-09-12/15:48:30
Selected objects:
Selected versions:
Selected size:

I, | Dclcte Selection

1 files
3 versions

1,3 KB (1,350 bytes)

1 files
3 versions
1.3 KB (1,360 bytes)

Close

*

5. Do one of the following:

« Select a whole folder, to delete all versions of all its files, which have been replicated after the

selected date and time.

« Select a file, to delete all its versions, which have been replicated after the selected date and

time.
« Select a file version, to delete just this version of the file.

6. Click Delete Selection.
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Appendix:

Information

Log message

Tiger Bridge Logs

Logs

Description

Source <source path> connected to
<target type> target.

Tiger Bridge successfully connected the specified source to its target.

Replication target for source <source
path> is online now.

Displayed after unsuccessful attempt(s) to connect the specified source
to the target, once the target is accessible to Tiger Bridge and it can
perform data lifecycle management operations on it.

File <path to file on source> is
successfully replicated on the target.

The specified file has been successfully replicated on the target by the
automatic or manual data replication mechanism.

Replication of file <path to file on source>
has been aborted due to requested write
access to it.

The replication of the specified file has been aborted, because a user or
application has opened it on the source. If the file has been scheduled
for automatic data replication, once it is no longer in use, it will be
queued for replication anew.

File <path to file on source> is replaced
with a stub file on the source.

The specified replicated file has been successfully replaced by a
nearline file on the source by the automatic or manual space reclaiming
mechanism.

File <path to file on source> <process
name> is successfully retrieved on the
source.

The specified nearline file on the source has been successfully retrieved
from the target. If the nearline file has been retrieved manually through
the shell extension or the command-line interface, the process name is
“user operation”, if the nearline file has been retrieved by attempting to
open it on the source, the message displays the name of the process.

File <path to file on source> is moved to
<tier type> storage on the target.

A replicated file has successfully been moved from the hot/cool tier of
the target to the archival tier, the automatic or manual data archiving
mechanism. The stub file icon on the source changes from nearline to
offline.

License capacity exceeded.

You have reached the capacity of your license and Tiger Bridge will not
replicate any more data until you upgrade your license or delete dataon
your source.

Warning Logs

Log message

‘ Description

Source <path to source> failed to connect | The target of the specified source is currently inaccessible. The reason

to <target type> target.

for the problem may be lost connection or changed credentials for
access to the target. Tiger Bridge attempts to connect to the target and
in case it fails to do so until a specified timeout expires, it displays an
error message.
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Log message

Description

Replication target for source <path to
source> is not accessible.

The specified source has been disconnected from its target, because it
is currently inaccessible. The reason for the problem may be lost
connection or changed credentials for access to the target. Tiger Bridge
attempts to re-connect to the target and in case it fails to do so until a
specified timeout expires, it displays an error message.

Replication of file <path to file on source>
failed.

Tiger Bridge’s attempt to replicate the specified file to the target has
failed. The reason for the failed operation may be temporary
inaccessibility of the target, for example. The message is displayed until
the operation succeeds or until Tiger Bridge reaches the maximum
number of attempts in which case it displays an error message.

Replacing file <path to file on source>
with a stub file on the source failed.

Tiger Bridge's attempt to automatically reclaim space on the source by
replacing the specified file with a nearline file has failed. The message
is displayed until the operation succeeds or until Tiger Bridge reaches
the maximum number of attempts in which case it displays an error
message.

Moving file <path to file on source> to
<tier type> storage on the target failed.

Tiger Bridge’s attempt to move the specified replicated/nearline file
from the hot/cool tier of the target to the archival tier has failed. The
reason for the failed operation may be temporary inaccessibility of the
target, for example. The message is displayed until the operation
succeeds or until Tiger Bridge reaches the maximum number of
attempts in which case it displays an error message.

Adding file <file name> failed.

Tiger Bridge’s attempt to synchronize the contents of two sources
through a common target by creating a nearline/offline file in the
source of one computer upon receiving notification for replicated file
from another computer has failed. The reason for the failed operation
may be temporary inaccessibility of the target, for example. The
message is displayed until the operation succeeds or until Tiger Bridge
reaches the maximum number of attempts in which case it displays an
error message.

Removing file <file name> failed.
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Tiger Bridge’s attempt to synchronize the contents of two sources
through a common target by removing a nearline/offline file in the
source of one computer upon receiving notification for removed file
from another computer has failed. The reason for the failed operation
may be temporary inaccessibility of the target, for example. The
message is displayed until the operation succeeds or until Tiger Bridge
reaches the maximum number of attempts in which case it displays an
error message.



Log message

Error Logs

Description

Renaming file <current file name> to
<updated file name> failed.

Tiger Bridge’s attempt to synchronize the contents of two sources
through a common target by renaming a nearline/offline file in the
source of one computer upon receiving notification for file rename on
another computer has failed. The reason for the failed operation may be
temporary inaccessibility of the target, for example. The message is
displayed until the operation succeeds or until Tiger Bridge reaches the
maximum number of attempts in which case it displays an error
message.

Failed to parse sync notification
<notification ID>.

Tiger Bridge’s attempt to parse a notification for updated contents on
one computer when synchronizing it with the contents of another
computer through a common target (active sync) has failed. The
message is displayed until the operation succeeds or until Tiger Bridge
reaches the maximum number of attempts in which case it displays an
error message.

Failed to process notification
<natification ID>.

Tiger Bridge’s attempt to process a notification for updated contents on
one computer when synchronizing it with the contents of another
computer through a common target (active sync) has failed. The
message is displayed until the operation succeeds or until Tiger Bridge
reaches the maximum number of attempts in which case it displays an
error message.

Error Logs

Log message Description Suggested action

Source location is Tiger Bridge failed to load a source, because | Check for the following:

missing. Volume the GUID of the volume, onwhich itis stored, . .

with guid <volume | does not match the GUID of any volume * Verify that the volume is mounted on the
GUID> is not accessible to Tiger Bridge. computer.

mounted.
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» If the volume cannot be mounted (is
corrupted, for example), to recover replicated
data from it, configure a new source on a
healthy volume, pair it with the same target
and synchronize their contents.
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Appendix: Tiger Bridge Logs

Description

Suggested action

Source location
<path to source> is
missing.

Tiger Bridge managed to load the volume on
which the specified source is stored, but
failed to load the source itself, because the
path to it has changed.

Check for the following:

» Verify that the path to the folder added as a
source is not changed (a folder is renamed or
deleted, for example).

« If the folder added as a source is deleted, to
recover replicated data from it, configure a
new source on the same or another volume,
pair it with the same target and synchronize
their contents.

Source <path to
source> cannot be
loaded.

Tiger Bridge failed to load a source, because
it does not match the source storage
requirements any more.

Check for the following:

» Verify that the permissions for access to the
source have not changed. Refer to “Source
Storage Requirements” on page 15 for more
information.

» Verify that a source on a Tiger Store-
managed is not now mounted as a Tiger Client
on the Tiger Bridge computer.

Replication of file
<path to file on
source> failed.

All attempts to replicate the specified file on
the target have failed.

Note: To let Tiger Bridge attempt to replicate
the file again, you must restart Tiger Bridge.

Check for the following:
- Make sure the file is not corrupted.

» Make sure the target is still accessible and
has not returned any errors.

Retrieving file <path
to file on source>
<process name>
from the target
failed.

All attempts to retrieve the specified file from
the target have failed.

Note: To let Tiger Bridge attempt to replicate
the file again, you must restart Tiger Bridge.
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Check for the following:
» Make sure the target is accessible.

» If the target is accessible, make sure the
replicated file is not deleted from the target.

« If the file is deleted and your target has
versioning turned on, attempt to undelete it
on the target.




Log message

Description

Error Logs

Suggested action

Modified files count
threshold has been
reached. Replication
has been paused for
source <path to
source>.

The number of already replicated files
queued for replication again because they
have been modified has exceeded the
number you have set as a ransomware
protection threshold and Tiger Bridge
paused all its automatic operations.

Note: Once the problem is resolved, to
resume automatic Tiger Bridge operations,
follow the steps in “Pause/Resume Automatic
Tiger Bridge Operations” on page 102.

Check for the following:

» Make sure that none of the files on your
source is encrypted as part of a ransomware
attack.

« If one or more files are encrypted, restore
their unencrypted versions, following the
steps in “Manage Files and Folders Versions”
on page 162.

« If none of the files is encrypted, change the
ransomware protection threshold, following
the guidelines provided in “Enable and
Configure Ransomware Protection” on page
132.

License capacity
exceeded.

The amount of data, managed by Tiger
Bridge has exceeded the capacity specified in
your license and Tiger Bridge has stopped
replicating any new data.

177

Do one of the following:

» Contact your Tiger Bridge reseller to exceed
your license capacity.

» Delete files on your source(s). For more
information, refer to “Tiger Bridge Licensing
on page 13.
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